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MINUTES of MEETING of AUDIT COMMITTEE held in the COUNCIL CHAMBER, KILMORY,
LOCHGILPHEAD
on FRIDAY, 27 JUNE 2008

Present: lan M M Ross (Chair)
Councillor Roderick McCuish Councillor Ron Simon
Attending: Charles Reppke, Head of Democratic Services and Governance

Bruce West, Head of Strategic Finance

Danny Longwill, Head of Personnel Services (for item 4)
Paul Cairns, ICT Development Manager (for item 3)
Alex Colligan, Internal Audit Manager

Gary Devlin, Grant Thornton UK LLP

Apologies: Councillor Mary Jean Devon Councillor Bruce Marshall
Councillor Gordon Chalmers Dr Christopher Valentine

1. DECLARATIONS OF INTEREST
None declared.
2. MINUTES

The Minutes of the Audit Committee meeting held on 27 March 2008 were
approved as a correct record.

3. COMMUNITY SERVICES - EDUCATION COMPUTER SERVICES REVIEW
The audit of the Education Network which was undertaken by Audit Scotland in
2004/2005 highlighted several recommendations that required action. The Audit
Committee at its meeting on 27 March 2008 requested that the Head of Planning
and Performance provide an explanation for the delay in implementation of the
recommendations of the Education Computer Service Review. A report
explaining the reasons for these delays was before the Committee for
consideration.

Decision
To note the contents of the report.

(Reference: Report by Director of Community Services dated 27 May 2008,
submitted).

4. MANAGING ATTENDANCE

A report advising on the Managing Attendance policy and procedures within the
Council was considered.

Decision

To note the contents of the report.
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(Reference: Report by Head of Personnel Services dated 16 June 2008,
submitted).

INTERNAL AUDIT ANNUAL REPORT 2007-2008

Internal Audit has the responsibility to provide to the Audit Committee an Annual
report that comments on the duties and audits carried out by the section
throughout the financial year. The Annual Report for 2007 - 2008 was before the
Committee for consideration.

Decision
To approve the Internal Annual Audit Report for 2007 - 2008.

(Reference: Report by Internal Audit Manager dated 10 June 2008 and Annual
Internal Audit Report 2007-2008, submitted).

AUDIT COMMITTEE ANNUAL REPORT 2007-2008

The Code of Practice for Internal Audit in Local Government (the Code) issued
by CIPFA in 2000 sets out good practice in delivering internal audit services.
The Code was revised in 2006 and Grant Thornton UK LLP, in May 2007 carried
out a Code Compliance Review resulting in a report. One resultant
recommendation required that the Audit Committee produce an Annual Report to
the Council. A report summarising the work of the Audit Committee during the
year and outlining its view of the Council’s internal control framework, risk
management and governance arrangements was before the Committee for
consideration.

Decision

To note and approve the contents of the report for submission to the Council.
(Reference: Report by Internal Audit Manager dated 9 June 2008, submitted).
EXTERNAL AND INTERNAL AUDIT REPORT FOLLOW UP 2008-2009

The Committee considered a report detailing the results from a review performed
%gg’fernal Audit on recommendations due to be implemented by 31 March

Decision

1. To note the contents of the report and that these will be followed up by
Internal Audit; and

2. To agree that if Actions F4 and F5 detailed at Appendix 2 of the report are
not implemented by the time the Audit Committee next meets the Head of
Roads and Amenity Services be asked to report the reasons for this delay at
the next Audit Committee meeting on 19 September 2008; and

3. To note that the Internal Audit Manager will advise the Procurement Staff
that outstanding Action |12 detailed at Appendix 2 should be progressed and
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does not need to wait until amendments are made to the Council’s
Constitution.

(Reference: Report by Internal Audit Manager dated 4 June 2008, submitted)
RISK MANAGEMENT AND BUSINESS CONTINUITY STRATEGY

A report on the progress being made with the implementation of the Council’s
Risk Management Business Continuity Strategy was considered.

Decision

1. To note the terms of the report; and

2. To note that the Head of Democratic Services and Governance hopes to
bring a presentation on the work undertaken to implement the Council’s

Business Continuity Strategy to the next meeting of the Audit Committee.

(Reference: Report by Governance and Risk Manager dated 6 June 2008,
submitted).

SUMMARY OF QUARTERLY PERFORMANCE REPORTS

A report summarising the Service quarterly reports for the period January to
March 2008, consisting of the exceptional performance sections only was
considered.

Decision

1. To note the contents of the report; and

2. To agree to invite the Performance Manager to the next meeting of the Audit
Committee to give a progress report on the implementation of Pyramid.

(Reference: Report by Chief Executive’s Unit, submitted).

AUDIT FOLLOW UP OF ISSUES FROM QUARTERLY PERFORMANCE
REPORTS FROM MARCH AUDIT COMMITTEE

At the Audit Committee meeting on 27 March 2008 a request was made for an
explanation on why there had been a rise from 71 to 100 employees in the top
2% of earners during the period October to December 2007. An explanation
was also requested on the reason for the rise in exception reports relating to
Audit Care. A report responding to these requests was considered.

Decision

To note the contents of the report.

(Reference: Report by Internal Audit Manager dated 8 June 2008, submitted)
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BRUICHLADDICH PIER

The Committee considered a recommendation from the Economy Policy and
Performance Group of 13 March 2008 requesting that the Audit Committee give
consideration to the scrutiny of the Bruichladdich Pier Project.

Decision

To agree to give consideration to the scrutiny of the Bruichladdich Pier project at
the appropriate time.

(Reference: Extract from Minute of the Economy Policy and Performance Group
of 13 March 2008, submitted).

UNAUDITED ANNUAL ACCOUNTS 2007-2008

The Committee considered the Unaudited 2007/2008 Annual Accounts which
had previously been considered by the Council.

Decision
To note the Unaudited Annual Accounts for 2007/2008.

(Reference: Report by Head of Strategic Finance dated 20 June 2008 and
Unaudited Annual Accounts 2007/2008, submitted)

REPORT ON 2007-2008 INTERNAL CONTROL STATEMENT (ICS)

It is the responsibility of the Council’s senior management to establish an
appropriate and sound system of internal control and to monitor the continuing
effectiveness of that system. Internal Audit have provided an annual overall
assessment of the robustness of the Internal Control System for the financial
year 2007 — 2008 for the Head of the Strategic Finance and this was submitted
for consideration.

Decision

To note the contents of the report and the Draft Internal Control Statement for
2007 — 2008 which maybe updated further when Grant Thornton completes their
review of the Council’s Annual Accounts for 2007 — 2008.

(Reference: Report by Internal Audit Manager dated 9 June 2008 and Draft
Internal Control Statement 2007 — 2008, tabled)

INTERIM MANAGEMENT REPORT

It was noted that this report was not available and would be considered at a
future meeting of the Committee.

REPORT ON INTERNAL AUDIT

A report detailing the External Auditor’s follow up review of the Council’s
progress in implementing recommendations from their report entitled “ Review of
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Internal Audit” issued in May 2007 was before the Committee for consideration.
Decision

It was agreed to continue consideration of this item to the next meeting of the
Committee.

(Reference: Report by Grant Thornton UK LLP, External Auditors, dated 30 May
2008, tabled)

IT SYSTEMS AND APPLICATIONS

It was noted that this report was not available and would be considered at a
future meeting of the Committee.

INTERNAL AUDIT REPORTS TO AUDIT COMMITTEE

A report detailing executive summaries and action plans (where applicable) for
finalised audit work was before the Committee for consideration.

Decision

To note the contents of the report and that these will be followed up by Internal
Audit.

(Reference: Report by Internal Audit Manager dated 19 June 2008, submitted)

The Committee resolved in terms of Section 50A(4) of the Local Government
(Scotland) Act 1973, to exclude the public for the following item of business on the
grounds that it was likely to involve the disclosure of exempt information as defined in
Paragraphs 1 respectively of Part 1 of Schedule 7A to the Local Government
(Scotland) Act 1973.

18.

INTERNAL AUDIT REPORTS TO AUDIT COMMITTEE

A report detailing executive summaries and actions plans (where applicable) for
finalised special investigative work undertaken by Internal Audit was before the
Committee for consideration.

Decision

To note the contents to the report.

(Reference: Report by Internal Audit Manager dated 19 June 2008, submitted)
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ARGYLL & BUTE COUNCIL AUDIT COMMITTEE
STRATEGIC FINANCE 19 SEPTEMBER 2008

AUDIT FOLLOW UP OF ISSUES FROM JUNE AUDIT COMMITTEE

1. SUMMARY
Equality Impact Assessments — From the External and Internal Audit follow up report
submitted to June 2008 Audit committee Internal Audit was asked to provide this
Committee with an update on the Equality Impact Assessments carried out by
departments. An Equality and Diversity half-yearly report was submitted to SMT on 20
May 2008. A copy of the report is attached with a note of the programme of Equality
Assessments to be carried out.

Supply of library books. — Councillor Simon asked what the arrangements were for the
supply of library books. He wanted to know if the Council used a specialist supplier and
if there were instances when books were obtained from local suppliers. Contact was made
with the Culture and Libraries Manager who supplied a list of the Council’s regular
suppliers of library books with the relevant discount ranges. A copy of the list is
attached..

2. RECOMMENDATIONS

2.1  The contents of this report are noted and approved by the Audit Committee.

3. DETAILS

3.1  Atthe Audit Committee on 27 June 2008 as part of the External and Internal Audit
follow up reports i.e. Follow up of SMT decisions the members requested an
update on the Equality Impact Assessments to be carried out by departments. A
half- yearly report on Equality and Diversity was submitted to the SMT on 20 May
2008 by the Policy Officer, Strategy. The report commented on the progress of
the assessments and the appendix to the report detailed the programme of
assessments and the progress to date. The report and appendix are attached.

3.2 At the same Audit Committee, Councillor Simon asked how the Council sourced
its stock of library books. He wanted to know if the books were sourced through
specialist suppliers or whether they were obtained from local suppliers.

The Culture and Libraries Manager provided Internal Audit with a note of all our
regular suppliers with the relevant discount ranges available. The note is attached
to this report.

4. CONCLUSIONS
The Committee is asked to note the contents of this report.

5. IMPLICATIONS
5.1 Policy: None

5.2 Financial: None
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5.3  Personnel: None
54  Legal: None
5.5  Equal Opportunities: None

For further information please contact Alex Colligan, Internal Audit Manager (01546
604271).
27" June 2008
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Item for Noting a)i

ARGYLL AND BUTE COUNCIL STRATEGIC MANAGEMENT TEAM

CHIEF EXECUTIVE’S UNIT/POLICY AND STRATEGY 20 MAY 2008

EQUALITY AND DIVERSITY HALF-YEARLY REPORT TO 31 MARCH 2008

1. SUMMARY

This report covers actions relating to the Equality and Diversity Scheme,
published on 6 December 2006, the Race Equality Scheme that was in place
before this date, the Gender Equality Scheme published in June 2007, and on
Equality Impact Assessments that have been completed. The reporting
period covers 1 October 2007 — 31 March 2008.

2. RECOMMENDATION

It is recommended that SMT notes the actions to date and continues to
encourage services to be proactive in pursuing equality in the design and
delivery of services. SMT is also asked to note that the Equality and Diversity
Scheme will be revised to align the various equality duties and produce a
single action plan.

3. UPDATE FOLLOWING SMT MEETING 6 NOVEMBER 2007

SMT requested a review of actions and any gaps in the process with a report
back at the end of March 2008.

3.1 Equality Impact Assessments

The Equality and Diversity Action Plan includes a programme of Equality
Impact Assessments. Internal Audit has agreed to monitor the number of
Equality Impact Assessments that have been undertaken.

3.2 Strategic Board
SMT asked the Strategic Board Customer First and Public Sector Reform to:

e Consider ways to ensure that all employees have an understanding
of the values that underpin equality

e Consider adopting a policy in relation to using inclusive language
across all equality strands

e Consider how to take forward necessary actions, given the limited
resources available in Policy and Strategy.

The Strategic Board has not yet met to consider this. A report will be taken to
the Strategic Board at the next available meeting.
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Item for Noting a)i

4, EQUALITY AND DIVERSITY SCHEME ACTION PLANS

Services are continuing to monitor customer satisfaction through survey forms
which include age, gender, disability and ethnic origin. A low response to
these has been received and therefore it is not possible to draw any
conclusions from the responses. Employee training in equality matters is
continuing. Managers need to ensure that all employees receive training in
equality matters.

5. EQUALITY IMPACT ASSESSMENTS

Equality Impact Assessments (EqglA) continue to be carried out. The table
attached (Appendix 1) shows the completed assessments for the report
period and those planned to be carried out in the next 6 months.

As a result of carrying out EqIA, some improvements have been made or are
planned. For example, in Operational Services training needs have been
identified for employees at all levels and this will take place during the next
report period; in Planning and Performance individual work plans now include
equality matters; the employee forum Equality Matters has met to consider
communications and property, and taken appropriate action.

Further training sessions on how to use the Equality Impact Assessment will
be held later in the year.

6. ALIGNMENT OF EQUALITY AND DIVERSITY SCHEME

The last Equality Update to SMT (6 November 2007) included a plan to revise
the Scheme by 1 April 2008 to align the action plans to the same timetable
and make reporting easier. Due to unforeseen priorities this revision has not
been carried out. The review will be completed this year instead.

The new single Commission for Equality and Human Rights was set up on 1
October 2007 and has produced a single Equality and Diversity Scheme. The
Commission has recommended that single equality schemes can be
produced as long as actions are “levelled up” so that all equality strands meet
the highest requirements of any one equality strand.

When the revised Equality Scheme is produced, actions will be put onto the
performance management system, Pyramid.

7. CONCLUSION

Progress is being made in carrying out the equality action plan and this should
continue. The Equality and Diversity Scheme and Action Plans will be revised
to align the various equality duties and ensure links to the Corporate Plan.

For further details, contact:
Jennifer Swanson, Policy Officer (Strategy), Chief Executive’s Unit
jennifer.swanson@arqyll-bute.gov.uk Tel. 01546 604298
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APPENDIX 1

ARGYLL AND BUTE COUNCIL

EQUALITY IMPACT ASSESSMENTS

Equality Impact Assessments carried out between 1 October 2007 — 31

March 2008
Department Assessment Completed | Improvements /
Adjustments
Corporate Non Domestic | January — Non-Domestic Rates and
Services: ICT and Rates February Council Tax: ‘modifications
Financial Creditors 2008 implemented to improve
Services Payments communications with
« Procurement Equality Target Groups'.
- Payroll Creditors Payments, Payroll
« ICT Services and ICT Services: none.
Community Education for January
Services: Sustainable 2008
Education Development
Development DS01: Kilmory January
Services: Home Farm 2008
Planning Feasibility Study
DSO05: December
Campbeltown 2007
Area for Action
DS06: Ardrishaig | December
Area for Action 2007
DS04:
Employability Unit | March 2008
activities
Development DS07: Roads | January
Services: Safety Education | 2008
Transportation
and Infrastructure
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Equality Impact Assessments planned for 1 April — 30 September 2008

Department Assessment Timetable | Comments
Chief Exec’s Unit: |+ Health and Safety | 2008/09
Personnel Personnel 2009/10
- Training and 2010/11
Management
Services
Chief Exec’s Unit: |« BV Review of EQIA will be carried out for

Strategic Finance

Strategic Finance —
various actions

various actions included in
action plan from BV Review
of Strategic Finance

Corporate: ICT - Benefits July 2008 | Postponed til July due to
and Financial Administration additional pressures relating
Services to Business Continuity
Planning
Sundry Debtors: tender for
new debtors system
underway; EqlA postponed
until process complete
Community: « Integrated 31/03/08 | Awaiting Govt guidance on
Planning and Children’s Service LHS before completing EqlA
Performance Plan 2008-2011 2008/09
Best Value
Review of Social
Work Admin
« Local Housing
Strategy
Community: « Literacy May 2008
Education Numeracy
Development: DS03: European Unit | 30/06/08
Planning activities
DS09: Core Path 28/02/09
Plan
Development: DS08: Public/School | 30/06/08
Transportation Transport provision
and Infrastructure
Operational: + Streetscene 30/04/08
Roads and Fortnightly 30/04/08
Amenity Services Refuse Collection
Recycling / Waste | 31/07/08
Minimisation
Refuse Collection | 31/07/08




Page 13

Department Assessment Timetable | Comments
Operational: School Meals 31/01/08
Facility Services Provision

Health and Safety | 31/01/08

Policy

Hungry4Success | 31/03/08

Leisure and 31/07/08

Sports provision

Charging Policy 31/12/08
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Argyll and Bute Library Service: Suppliers

Main Supplier — discount in place of 20%

Holt Jackson Book Company Limited (Main Library Supplier)

Preston Road, Lytham, Lancashire FY8 5AX

Local Booksellers — discount range 10-15%

Bookpoint,
147 Argyll Street, Dunoon, PA23 7DD

Printpoint,
15 Watergate, Rothesay, Isle of Bute

Bookworms, East Clyde Street, Helensburgh.

Argyll Book Centre,
Unit 2, Lorne Street, Lochgiphead.

K. Martin, Booksellers,
14 Main Street, Campbeltown.

Loch Fyne Gallery, Tarbert

Specialist Suppliers — discount range 10-25%

Promotional Books Limited,
Unit 8, 25 Black Moor Road, Ebblake Industrial Estate,
Verwood, Dorset, BH31 6BE

Cadmus Books,
Sidlaw, Campmuir, Coupar Angus, Blairgowrie,
Perthshire, PH13 9JF

Bright Books,
Shaw House, Shawclough Road, Rochdale,
Lancashire, OL12 6ND

Grant and Cutler Ltd.,
55-57 Great Marlborough Street, London, W1F 7AY

Gaelic Books Council,
22 Mansfield Street, Glasgow, G11 5QP

(Used weekly)

(Frequently)
(Occasionally)

(Occasionally)

(Occasionally)

(Occasionally)

(Used Regularly)

(Used regularly)

(Occasionally)

(Frequently)

(Occasionally)
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Specialist Suppliers of Large Print and Audio Books — discount range 5-
20%

Ulverscroft Large Print Books, (Used regularly)
(Incorporating Isis and Soundings)

The Green, Bradgate Road, Anstey,

Leicestershire, LE7 7FU

Magna Large Print Books, (Used regularly)
Magna House, Long Preston, Skipton,
North Yorkshire, BD23 4ND

BBC Audiobooks, (Used regularly)
St. James House, The Square,
Lower Bristol Road, Bath BA2 3BH

Severn House Large Print Books, (Occasionally)
Bridge End Farm, Long Preston,
Skipton, North Yorkshire, BD23 4NN

Oakhill Publishing Limited, (Occasionally)
PO Box 3855, Bath, BA1 3WW

W. F. Howes Ltd (Used regularly)
Unit 4

Reasby Business Park

Gaddesby Lane

Reasby

Leicester

LE7 4YH

Kerry Corbett
5/8/08
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ARGYLL & BUTE COUNCIL AUDIT COMMITTEE
STRATEGIC FINANCE 19 SEPTEMBER 2008

PROGRESS REPORT ON INTERNAL AUDIT PLAN 2008 - 2009

1. SUMMARY

An interim progress report has been prepared covering the audit work performed by
Internal Audit up to the 22nd of August 2008. The objective of the report is to advise
members of the progress of the Annual Audit Plan. (See Appendix 1).

2. RECOMMENDATION

2.1 The Audit Committee is asked to approve the progress made with the Annual
Audit Plan for 2008 - 2009.

3. BACKGROUND

3.1  The progress report contained in Appendix 1 lists the audits scheduled for the
financial year 2008 —2009, and are ordered by section and level of completion.

3.2  Asatthe 22nd of August 2008, of 19 core financial systems audits set out in the
audit plan presented on the 27" of March 2008, 4 have been completed. Of the
remaining 15 audits 2 have been started.

3.3  Of 15 non-financial audit areas set out in the audit plan of the 27" of March
2008, 1 audit area has been completed as at the 22nd of August 2008. Of the
remaining 14 audits, 3 are currently ongoing.

3.4  One hundred direct audit days were set aside in the annual audit plan for Special
Investigations / Contingency work. As at the 22" of August 2008, no time has
been expended on these areas.

3.5 Appendix 1 shows that only 175 audit days have been expended on the audits.
The main reason for this is the secondment of an Internal Audit Manager and the
resignation of one of the Trainee Accountants in June 2008.

With the return of the Internal Audit Manager, the appointment of a new Trainee
Accountant and the retention of 2 Contract Auditors it is anticipated the annual
audit plan will be completed.

4. SUMMARY OF AUDIT ACTIVITIES FOR 2008 - 2009

4.1 It can be reported that Internal Audit continues to make progress with the
Annual Audit Plan. Internal Audit effort has been focused on statutory audit
activities with regard to the financial year end and statutory performance
indicators (SPIs). Current progress with the Internal Audit plan is behind the
performance recorded in 2007/08. However, any sustained shortfall will be met
through the recruitment of an additional contract auditor.

4.2 One of the Trainee Accountants left the Council’s employment in June 2008 and
it is hoped to have a replacement in October 2008. Recruitment for the post will
take place on the 17" of September 2008.
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CONCLUSION

Progress is being made on audits planned for 2008 —2009.

6. IMPLICATIONS
5.1  Policy: Update on audit plan for 2008 — 09.
5.2 Financial: The audit plan is based on budgeted provision.
5.3  Personnel: None
54  Legal: None
5.5  Equal Opportunities: None

For further information please contact Alex Colligan, Internal Audit Manager (01546
604271)

Alex Colligan
Internal Audit Manager
28 August 2008
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APPENDIX 1

Assessment of audit days: 2008-2009 strategic plan

AUDIT WORK SCHEDULE Last Risk ranking Original Revised Estimated| Actual Audit Days Balance
audited Estimated Audit| Audit Days 2008- 2008-09
Days 2008-09 09

Core financial systems

Complete

Creditor Payments 2007 2 15 15 9 6
Tendering Procedures 2007 1 15 15 18 -3
Started

Government & European Grants 2007 1 35 35 23 12
Stocktaking/ Work in Progress 2007 2 25 25 18 7
Cash Income and Banking 2007 2 40 40 5 35
Car Allowances 2007 2 15 15 7 8
Not Started

Budgetary preparation and control 2007 1 15 15 0 15
Capital Accounting 2007 1 15 15 0 15
Capital Contracts 2007 1 15 15 0 15
Contract Hire and Operating Leases 2007 2 15 15 0 15
Council Tax and Non-Domestic Rates 2007 2 40 40 0 40
Debtor Accounts 2007 2 15 15 0 15
Purchasing 2007 2 15 15 0 15
Unified Benefits System 2007 2 40 40 0 40
Asset Management 2007 1 40 40 0 40
General Ledger Operations 2007 2 15 15 0 15
Payroll 2007 2 40 40 0 40
Treasury Management 2007 2 15 15 0 15
Payments to Voluntary Bodies (Following the Public Pound) 2007 2 15 15 0 15
Section Total 440 440 80 360
Non-financial Audits

Started

Procurement for Fleet 2005 1 30 30 2 28
Corporate Governance ICS 2007 1 30 30 16 14
Performance Indicators/Single Outcome Agreement 2007 1 52 52 35 17
Health & Safety - 1 30 30 4 26
Not Started

Policy & Strategy - Best Value 2006 1 30 30 0 30
Stress Management Exercise - ? 30 30 0 30
Pre-School Education Provision B 1 30 30 0 30
SW Commissioning & Contracting - 2 30 30 0 30
Transport & Infrastrucutre Grant Funding 2007 1 30 30 0 30
Payroll Processes for Catering - 2 30 30 0 30
Department Risk Plan Testing - 1 30 30 0 30
Recruitment and Retention of Staff 2006 1 20 20 0 20
Computer Audit 2007 2 28 28 0 28
Department Business Continuity Plan Testing 2007 1 30 30 0 30
New Legislation 2007 1 30 30 0 30
Section Total 460 460 57 403
Actual Direct Audit Time 900 900 137 763
Special il igati tingency 100 100 100
Council Wide

Chief Executive's Unit

Community Services

Corporate Services

Development Services

Operational Serivces

Section Total 100 100 0 100
|Other Areas

Follow-up External & Internal Audit Management Letter Points 85 85 30 55
|Risk Assessment, Strategic Plan, Annual Plans 20 20 7 13
|Section Total 105 105 37 68
|TOTAL 1105 1105 175 930
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ARGYLL & BUTE COUNCIL AUDIT COMMITTEE
STRATEGIC FINANCE 19 September 2008

EXTERNAL & INTERNAL AUDIT REPORT FOLLOW UP 2008 — 2009.

1. SUMMARY

The Internal Audit Annual Plan requires that follow up reviews be conducted for all
audits completed during the prior year. Internal Audit also document the progress made
by departmental management in implementing the recommendations made by both
External Audit and Internal Audit. The current reporting system was introduced and
approved by the Audit Committee in August 2004. Set out below are the results from a
review performed by Internal Audit for recommendations due to be implemented by 30"
June 2008.

2. RECOMMENDATIONS

2.1 The contents of this report are noted and are to be followed up by Internal Audit.

3. DETAILS

3.1  Appendix 1 is a statistical summary of the 2004/05, 2006/07 and 2007/08 Internal
Audit reports issued prior to June 2008. It details the number of recommendations
to be implemented by the follow up date, the number implemented and those past
their implementation date. The implementation date used for reporting to this
Audit Committee is 30" June 2008. A reference column has been added to provide
a link to Appendix 2, where reasons are given by local management as to why
recommendations have not been implemented by the agreed date. There is an
additional column showing when those actions not yet implemented had been
reported to previous Audit Committees. The same layout has been used for the
follow up of External Audit report recommendations.

3.2 Appendix 1 is split into 2 documents la & 1b. The first document refers to all
reports with recommendations due April to June 2008. The second document lists
action points outstanding from the previous Audit Committees. These are points
that should have been implemented by 31st March 2008 for the last Audit
Committee. The same layout has been used for the reporting of External Audit
report recommendations in Appendices 3 & 4.

3.3 All new external audit reports issued by External Audit to the Council are reported

initially separately to the Audit Committee with their executive summary and
action plan. Thereafter they are included in the summary list for external audit.

4. CONCLUSIONS

Implementation of all recommendations will continue to be monitored by Internal
Audit.
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5. IMPLICATIONS
5.1  Policy: None
5.2 Financial: None
5.3  Personnel: None
54  Legal: None
5.5  Equal Opportunities: None

For further information please contact Alex Colligan of Internal Audit on (01546 604271)

26 August 2008
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ARGYLL & BUTE COUNCIL AUDIT COMMITTEE
STRATEGIC FINANCE 19 SEPTEMBER 2008

INTERNAL AUDIT REPORTS TO AUDIT COMMITTEE 2008 - 2009

1. SUMMARY
The Code of Practice for Internal Audit in Local Government (the Code) issued by
CIPFA in 2000 sets out good practice in delivering internal audit services. The Code was
revised in 2006 and Grant Thornton UK LLP, in May 2007 carried out a Code
compliance review resulting in a report. One resultant recommendation required that
internal audit reports be reported to the Audit Committee. Attached are report summaries
and action plans from recent audits to be submitted to the September Audit Committee.
See Appendix 1.

2. RECOMMENDATIONS

2.1 The contents of this report are noted and are to be followed up by Internal Audit.

3. DETAILS

3.1  Set out below and in the attached Appendix is the Executive Summaries and
Action Plans where applicable from finalised audit work. The Action Plans detail
only those recommendations where Internal Audit in agreement with management
have classified the finding either Fundamental or Material. Therefore Minor
findings and recommendations have been removed. The contents of this report will
therefore complement the External & Internal Audit Follow Up report provided to
the Audit Committee on a quarterly basis.

3.2 Three final reports have been completed in this reporting period:
e The reports for both the Social Work Review and the Review of Creditors
are attached.
e The third report, the Review of Tendering Procedures — Argyll Air
Services, will be presented to the Audit Committee in December
accompanied by a report from Grant Thornton UK LLP.

4. CONCLUSIONS

The Audit Committee is requested to note the contents of this report.

5. IMPLICATIONS
5.1  Policy: None
5.2 Financial: None
5.3  Personnel: None
54  Legal: None
5.5  Equal Opportunities: None

For further information please contact Alex Colligan, Internal Audit Manager (01546
604271).
28th August 2008
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Community Services Department: Review of Social Work Services

Internal Audit Report June 2008

BACKGROUND

This report has been prepared as a result of the Internal Audit review of the
Social Work Services Review as part of the 2007/08 Internal Audit
programme.

A report to the Council on 9 February 2006 highlighted significant unmet cost
pressures on the Social Work budget for 2006/07. The members approved a
scrutiny review of the Social Work Services.

As part of this scrutiny review, Brodies LLP and Hope Consultancy were
appointed in May 2006 to carry out a review on a joint basis. A report was
issued in September 2006, recommending changes in policy, practice,
management arrangements and budget configuration.

As a result of our Audit work, findings were generated. These findings were
subsequently discussed with management and a report produced.

SUMMARY OF MAIN FINDINGS

Our initial audit work was carried out on a desktop review basis, obtaining a
copy of the Brodies/Hope Consultancy report, checking that all of the
recommendations therein were incorporated in the implementation plan.
Thereafter we checked that the report and implementation plan had been
formally approved by the Council and a procedure implemented for the plan to
be reviewed and updated on a two weekly basis by the Departmental
Management Team, with progress being reported to members on a half yearly
basis.

The Brodies/Hope Consultancy report prefaced their detailed
recommendations with the identification of two issues of genuine concern with
regard to the provision of Free Personal Care as follows:

o ‘... by far the most important is the level of unmet need...’
e ‘the second issue...is one of reputation management’

These two issues were not directly cross referenced to the Implementation
Plan but were of underlying significance due to the Ombudsman’s findings
against Argyll and Bute Council in November 2006 for failing to provide Free
Personal Care in a specific case.

A judicial review in October 2007 found in the Council’s favour, in that they did
not need to pay for the provision of Free Personal Care in this particular case,
where the care had not been provided by the local authority.
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A subsequent Free Personal Care paper to the Executive, on 15 November
2007, noted that ‘the present figure stands at 52 (clients waiting for community
based packages) which is a matter of concern as the home care budget is
fully committed...” Accordingly, the Executive decided to refer this matter to
the Social Affairs Policy and Performance Group ("SAPPG”), and to request
‘that this matter is given high priority within the Policy Performance procedure
given the high profile of both the political and financial issues involved.’

The SAPPG at their meeting on 14 January 2008 deferred consideration of
the Free Personal Care position until June and it is not clear that the
reputation management issue has been specifically addressed.

In the interim, the sensitivity of the issue has been decreased with the
publication, on 27 April 2008, of the Sutherland review. This highlighted rising
costs and a funding shortfall in line with the country’s ageing population.
However, in response to this report, the Scottish Government have agreed to
provide additional funding of £40million, and further consultation is anticipated
with individual Council leaders.

Our subsequent review of the SWIA report and Performance Inspection
Improvement Plan focussed on the three areas which had been identified as
weak:

e Impact on adults, carers, children and young people who use services
e Delivery of Key Processes
e Leadership and Direction

We are satisfied that the Performance Inspection Improvement Plan
addresses the weaknesses in each of these areas with:

e The implementation of a systematic and comprehensive approach to the
assessment and management of risk

e Appropriate shared access to social work assessment and electronic case
records

e The development of a comprehensive range of leaflets about social work
services

¢ A need to sustain commitment to change and continuous improvement

e A more robust communication approach between senior managers and
staff

It is recognised that in addition to the Social Work restructuring exercise there
have been changes to staff contracts under the Single Status arrangements.
There is therefore still a settling in period for all these changes, and despite
the additional contact and consultation there are still likely to be staff members
whose comments may not reflect the generally positive feedback that has
been associated with the changes implemented.
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SUMMARY

The following table represents the ICQ question responses from the Creditors
Supervisor.

ANSWERS

No of questions Yes No Not responsible

18 8 3 7

Explanation and/or evidence was provided to support 8 of the 8 questions
answered with yes.

The 3 questions that had no as the answer were in relation to the system
being registered with the Information Commissioner and some data protection
issues. The Creditors Supervisor is not responsible for this area therefore had
no knowledge of these requirements. All 3 questions were changed to a ‘yes’
after consultation with the Data Protection and Information Security
Administrator.

The 7 questions that the Creditors Supervisor was not responsible for related
to the departments involvement in the process. This will be looked at when
carrying out the full audit in 2009/10.

The auditor is satisfied that the section has answered the ICQ in an
appropriate manner and no significant areas of weakness were found.

An Action Plan has not been produced for this audit however the following
minor areas will be analysed in more detail within the full audit in 2009/10:

e procedure manual being brought up to date and linking with the Oracle
User Manual

e old server retention period

e erroneous payments levels



Page 45 Agenda ltem 9

ARGYLL & BUTE COUNCIL AUDIT COMMITTEE
STRATEGIC FINANCE 19 SEPTEMBER 2008

AUDIT SCOTLAND REPORTS TO AUDIT COMMITTEE 2008 - 2009

1. SUMMARY
The Code of Practice for Internal Audit in Local Government (the Code) issued by
CIPFA in 2000 sets out good practice in delivering internal audit services. The Code was
revised in 2006 and Grant Thornton UK LLP, in May 2007 carried out a Code
compliance review resulting in a report. One resultant recommendation required that
external audit reports (including Audit Scotland reports) be reported to the Audit
Committee.

2. RECOMMENDATIONS

2.1 The contents of this report are noted and are to be followed up by Internal Audit.

3. DETAILS

3.1  Setout below is a list of reports published by Audit Scotland in 2007/08 and
2008/09.
e Sustainable Waste Management
A review of Free Personal & Nursing Care
Overview of Local Authority Audits
Improving the School Estate
National Fraud Initiative in Scotland 2006/07 and
Review of Major Capital Projects in Scotland — How Government Works.

The report summaries, key findings and recommendations from the above reports
are attached for your review.

3.2 Internal Audit will undertake further scrutiny on 3 of the Audit Scotland reports:

e Sustainable Waste Management:
e A review of Free Personal & Nursing Care: and
e Improving the School Estate.

A report will be prepared for the Audit Committee by the end of the financial year
detailing the level of Council compliance with the key findings and
recommendations set out in these reports.

3.3 Inrespect of the remaining 3 reports, Internal Audit is presently co-ordinating the
Council response to the National Fraud Initiative (NFI) 2008 — 09. As part of this
responsibility Internal Audit will provide progress reports to the Audit Committee
and Strategic Management Team (SMT), as the exercise evolves. The key
messages and recommendations outlined in the Review of Major Capital Projects
in Scotland reflect the future aspirations of the Council regarding capital projects.
The Overview of Local Authority Audit key messages will aid audit plan
development.
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4. CONCLUSIONS

The reports are submitted to the Audit Committee for consideration.

5. IMPLICATIONS
5.1 Policy: None
5.2 Financial: None
5.3 Personnel: None
54  Legal: None
5.5  Equal Opportunities: None

For further information please contact Ian Nisbet, Internal Audit Manager (01546 604271).
9 September 2008
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About the study

1. Collecting household waste is a vital
and universal household service. It is
unique among council services in being
provided to all homes on a weekly
basis. The Accounts Commission last
reviewed councils’ waste management
services in 2000 in its report
Benchmarking Refuse Collection. Since
then, there have been major changes in
waste management, driven mainly by
the European Union Landfill Directive
1999 ('the Landfill Directive’) which sets
targets for all member states to reduce
the amount of biodegradable municipal
waste disposed to landfill.

2. The overall aim of the study is to
review the work of councils, the Scottish
Environment Protection Agency (SEPA)
and the Scottish Executive in reducing
the amount of waste being sent to
landfill and to make recommendations
to improve the economy; efficiency and
effectiveness of waste management. In
particular, the study seeks to answer the
following questions:

* What progress has been made
in developing sustainable waste
management?

* Has the investment to date from
the Strategic Waste Fund (SWF)
achieved value for money in
increasing rates of recycling?

* \What changes are required to
meet the Landfill Directive (and
how much will they cost)?

* Are the Executive, councils and
SEPA in a position to deliver the
changes required?

3. The study has been undertaken as
a single exercise covering councils,
SEPA and the Scottish Executive.
The study also draws on statutory
performance indicator information,
which includes the collection of
audited information on the amount of
waste recycled by each council. There
were four main strands to the study:

* Desk research and data analysis

— drawing on existing data sources .

= Significant pr
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to collect national and international
information and reviewing
documentation.

* Questionnaires — to gather
information from councils on
the cost of waste management
services and other issues relating
to waste management.

* Fieldwork visits to six councils
(Clackmannanshire, Dundee City,
Glasgow City, Highland, Perth and
Kinross and South Lanarkshire)
including structured interviews
with senior managers and
practitioners and visits to waste
management facilities.

* Interviews with key officers and
waste practitioners including the
Executive, SEPA, the Scottish
Waste Awareness Group (SWAG),
REMADE, community groups
and the waste industry.

Key messages

rogress, as been _
made in meeting interim recycllng
targets butincreasing the =
recycling rate further will provrde
great challenges. investment by
the Executive via the Strategic
Waste Fund has helped councils
increase the percentage of
municipal waste which is recycled
and composted from seven per
~centin 2001/02 to 25 per cent in
. 2005/06. The system offenng the
~best value for money will depend
upon the level of recycling '
requrred Cc}mmgled collections
appear {0 achieve higher recychng
‘ rates (Part 3). -

® In contrast 10 the progress on
recycling; the slow progress

v dependrrig on the choices made
- between recychng and residual

Summary 3

in developing residual waste

4' - treatment facilities means there
. sa srgnlfrcant risk that the
' Landfrll Directive targets may not

be met In particular, early delays

.~ and a lack of organisational

capacity within councils and the

- Exectitive to deliver change have
_ slowed progress. This will miake

it difficult fo burld the resndua
vaste treatment facmtres -
e 'urred to achreve thé’ Landfrll -

waste treatment (Part 5)

Councils, the Scottish

v Govemment and-other agencres :

need to work more effectively
together to make rapid progress

_in waste minimisation, recycling

and waste treatment to achieve
the Langfill Directive targets.
‘Thereis an urgent need to

build organisational capacity.
within councils and: the Scottlsh

_ Government to achieve this. .
' Councrls,_vSEPA and the Scottrsh .
~ Government should consider

ways in which they can work - with
the waste industry and others

1o deliver the waste treatment

facilities required to achieve the
Landfill Directive targets (Part 6).
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Recommendations for the Scottish
Government

175. The Scottish Government should
monitor the progress of its waste
reduction plan and report annually on
the progress being made in halting
waste growth.

176. The Scottish Government and
its agencies should look at further
opportunities to develop secure,
sustainable long-term markets to
accommodate the planned increases
in recycling.

177 The Scottish Government should
publish procurement timetables for alf
major waste projects.

178. The Scottish Government should
examine ways of reducing the barriers
to entry into the market to ensure
that there is adequate competition for
residual waste ireatment contracts.

Recommendations for councils

179. To measure progress with
waste management initiatives
councils should undertake regular
waste analyses, particularly where
new recycling or home composting
services are being introduced.

180. Councils across Scotland should
work together to standardise the type
of containers they use and adopt

a common colour coding system
across Scotland.

181. Councils should ensure that
current recycling systems offer

best value by conducting option
appraisals before extending recycling
schemes. Option appraisals should
include market testing as a way of
demonstrating best value.

182. Councils should ensure that
they know the final destination of
recyclables sold to intermediaries.

183. Councils should examine the
benefits of setting up consortia to
market their recyclables.
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Recommendations for the Scottish
Government and councils

184. The Scottish Government and
councils should undertake research

to assess the contribution that direct
charging for waste management could
make to increasing recycling and
waste reduction.

185. The Scottish Government and
councils should continue to support
community recycling, strengthen the
framework in which they operate and
build capacity by providing long-term
funding for successful groups. This
could be achieved through service
level agreements and by encouraging
partnerships with councils and the
private sector.

186. The Scottish Government and
councils should work together with
the Scottish Waste Awareness

Group to develop a programme to
encourage householders to use home
composting.

187. The Scottish Government and
councils should undertake a technical
evaluation of kerbside recycling
systems to identify the most cost-
effective systems to achieve the levels
of recycling required to meet the
Landfill Directive targets.

188. The Scottish Government should
encourage councils to adopt a more
consistent approach to recycling using
a small number of ‘best practice’
schemes.

189. The Scottish Government and
councils should work together to
reach a decision on the leve! of
recycling and the residual waste
treatment facilities required to achieve
the 2010, 2013 and 2020 Landfill
Directive targets. An action plan
showing the key milestones in this
process should be published as a
matter of urgency.

190. The Scottish Government

and councils should review their
staffing arrangements for delivering
sustainable waste management to
ensure they are fit for purpose.

191. The Scottish Government and
councils should ensure that the
national planning framework is used
effectively to minimise planning delay
in the provision of new facilities.

192. The Scottish Government

and councils should look at ways

of encouraging informed public
debate on the options for meeting
Landfill Directive targets, including
the requirement for facilities to treat
residual waste.

193. The Scottish Government should
work in partnership with councils,
SEPA and other agencies to ensure
the effective procurement of residual
waste facilities including:

s setting up a recognised pool of
staff with procurement expertise
to ensure that expertise gained
in early projects can be usefully
employed in later procurement
exercises

e ensure that the lessons learned
from completed projects are
passed on

¢ coordinating the procurement
of facilities for the treatment of
residual waste.

194. To facilitate the progress of
residual waste treatment facilities
councils and the Scottish Government
should make clear to the public the
long-term benefits of technologies

for the treatment of residual waste,
including energy from waste.
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Part 1. Summary

Background

1. In 1997 the UK government set up a Royal Commission to examine the options for a sustainable
system of funding for long-term care for older people in the UK, both in their own homes and in other
settings. One of the Royal Commission’s main recommendations was to split the costs of long-term
care between living costs, housing costs and personal care and make the last free at the point of
delivery after assessment." It also recommended that personal and nursing care should be paid for

through general taxation.

2. In 2001 the Scottish Executive announced its decision to implement free personal and nursing
care (FPNC) for people aged 65 years and over, and free nursing care in care homes for people of
all ages. The key aim of the policy is to ‘remove current discrimination against older people who
have chronic or degenerative illnesses and need personal care’. It is intended to bring their care in
line with medical and nursing care in the NHS where the principle of free care based on need is

almost universally applied and accepted.?

3. FPNC was implemented from July 2002, through the Community Care and Health (Scotland)
Act 2002. The Scottish Executive provided an additional allocation of £250 million to councils to
support this for 2002/03 and 2003/04, with a further £300 million for 2004/05 and 2005/06. From
2006/07, additional funding has been included as part of councils’ general revenue grant. This
amounted to £162 million in 2006/07 and £169 million in 2007/08.> The UK government and the
Welsh Assembly decided to implement free nursing care only in England and Wales on the grounds

of cost.* Since then, the Welsh Assembly has introduced a more heavily subsidised personal care

service for people of all ages.

4. Councils lead the implementation of free personal care for older people living at home and FPNC for
those living in care homes. They work jointly with health, housing and other support services and
providers in planning and delivering FPNC. Councils deliver some of the services directly but also

commission personal and nursing care from a range of private and voluntary sector providers.

5. By March 2007 around 72,000 older people in Scotland were receiving personal care services free

of charge. Since July 2002, the number of older people:

» receiving public funding for personal care at home increased from 27,337 to 41,386. This

includes people who prior to FPNC would have been paying for their own personal care through

private contractual arrangements

' With respect to old age: Long Term Care - Rights and Responsibilities, Royat Commission on long term care, March 1999.
? Fair Care for Older People, Care Development Group, September 2001.

3 Scottish Parliamentary question S2W-15353
* The NHS Plan: The Govemnment's Response to the Royal Commission on Long Term Care, Department of Health, January 2000.
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« living in care homes who are contributing to their own accommodation and living costs and who

receive free personal care has increased from 7,680 to 9,361

» living in care homes who are fully publicly funded has reduced slightly from 24,569 to
22,234(Exhibit 1).° °

Exhibit 1
Total number of people receiving free personal care, July 2002 — March 2007
The number of older people receiving free personal care has risen since the policy was introduced

45000
40000
35000
30000
25000
20000
15000
10000

5000

2002-03 2003-04 2004-05 2005-06 2006-07

@ No. of older people who contribute to their own care home costs receiving FPC
@ No. of older people whose care home place is funded by the councit and receive FPC

O No. of older people receiving FPC at home

Note: We have assumed that all older people living in care homes who are fully publicly funded by the council are receiving free
personal care.

Sources: Scottish Executive Statistics Release on Free Personal and Nursing Care Scotland 2002-2006; unpublished Scottish
Executive data for 2006/07

6. Although there is an increase in the number-of older people receiving public funding for personal
care across Scotland, there is variation among councils in the percentage of older people receiving
this (Exhibit 2). However, this is not a guide to the level of service which individuals are receiving as

a range of care packages are in place.

5 Scottish Executive Statistics Release on Free Personal and Nursing Care Scotfand 2002-2006; Accounts Commission statutory
erformance indicators, December 2007.
These are lower income older people whose care home costs have always been fuily funded by public funds.

2
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Exhibit 2

Percentage of older people receiving free personal care, by council, 2005/06

The percentage of older people receiving free personal care ranges from just under seven per cent to just
over 12.5 per cent in different council areas

Aberdeen City
Aberdeenshire
Angus
Argyll & Bute
Clackmannanshire
Dumfries & Galloway
Dundee City
East Ayrshire
East Dunbartonshire
East Lothian
East Renfrewshire
Edinburgh, City of
Eilean Siar
Falkirk
Fife
Glasgow City
Highland
Inverclyde
Midlothian
Moray
North Ayrshire
North Lanarkshire
Orkney Islands
Perth & Kinross
Renfrewshire
Scottish Borders
Shetland Islands
South Ayrshire
South Lanarkshire
Stirling

West Dunbartonshire

West Lothian

¥ T ¥

0% 1% 2% 3% 4% 5% 6% 7% 8% 9% 10% 1%  12% 13% 14%

1 Percentage of older people receiving free personal care in each council ‘

Note: The number at the end of each bar refers to the total number of older people aged 65 and over living in the council area. We
have assumed that all older people living in care homes who are fully publicly funded by the council are receiving free personat care.

Sources: GRO(S) and Scottish Executive
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7. Two-thirds of older people in care homes who were receiving free personal care by 2007, were also

receiving free nursing care.”

Key messages

« The financial memorandum set out in the Community Care and Health (Scotland) Act 2002 does not provide a
robust and comprehensive assessment of the financial implications and risks of introducing FPNC. This was also

raised by the Scottish Parliament’s Health and Community Care Committee when it scrutinised the initial Bill.

e  Scottish ministers made the decision to introduce FPNC early in 2001. This then set the Scottish Executive
challenging timescales for developing the policy but it achieved its deadline. All councils were successful in

putting in place systems to implement and deliver the policy from 1 July 2002.

» FPNC was introduced at a time of other significant changes and developments in health and social care. This,

combined with a lack of intended outcome measures, makes it difficult to evaluate the impact of the policy in

isolation from other changes.

s  Ambiguities in both the legislation and guidance together with an inconsistency between the two around food
preparation have led to different interpretations by councils:and therefore variation across Scotland in how FPNC

has been implemented. Older people are also unclear about what free personal care means in practice.

e Theinitial cost estimates for the policy were difficult to make because of the limited information available at that
time, particularly regarding personal care delivered at home. However, monitoring the financial impact of the
poticy following implementation has been limited and central government has not-updated the longer-term cost

projections for FPNC since 2001, although it has carried out short-term projections to support the annual

allocations.

«  We estimate that the total costs of FPNC for the first four years were £1.8 billion. Councils would have spent

around £1.2 billion of this even if the policy had not been introduced.

«  Allowing for the limitations of the data available, we estimate that the additional costs for the first four years of
FPNC are around £600 million. This has led to a growing shortfall in centrat funding, and by 2005/06 we estimate

this was either £46 million or £63 million depending on the assumptions used.

« ltis likely that demand for FPNC will continue to grow with the projected increase in the older population and this

will have implications for the future costs of the policy.

e Councils are using a variety of approaches to manage demand for FPNC. Differences in the use of waiting lists

and eligibility criteria mean that older people may receive different levels of service depending on where they live.

’ The number of older people receiving free nursing care in care homes who are publicly funded is an estimate. The estimate is
based on the same number of those who contribute to their own living and accommodation costs and receive nursing care.

4
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Key recommendations

The Scottish Parliament should require the Scottish Government to provide robust and comprehensive financial

estimates, including risk assessments, in support of all bills that have financial implications.
The Scottish Government and councils should continue to work together as a matter of urgency to:

e Clarify current ambiguities with the policy. This includes making clear whether personal and nursing
care is a universal entitlement to older people based on an assessment or whether locally available
budgets and resources can be taken into account. There is also a need to address about the
inconsistency between the legislation and guidance around food preparation. They should then

ensure that the policy is consjstently applied across Scotland from now on.

e Agree a national eligibility framework which defines risks and priority levels to ensure transparency in

access to care for older people.
The Scottish Government should:

» Improve the centrai monitoring and future planning of FPNC by updating its cost projections; clearly

identifying the information needed from councils; and ‘setting out a clear framework for this purpose.

s Work with councils to ensure completion of national finance returns complies with accounting guidance

so that full costs, including overheads, are reported.

e Review national allocation-amounts for FPNC and methods for distributing this to councils to ensure

that these accurately reflect the factors which influence local demand for services.
e Set robust outcome measures to evaluate the effectiveness of major policies in the future.

Councils should:

e Improve their information systems to enable them to collect comprehensive and accurate information
on FPNC, and other aspects of care and support services. The information on FPNC should be used

by the Scottish Government for central monitoring and future policy development.
«  Provide clear information to older people on what is covered by FPNC.

«  Publish clear information on eligibility criteria and the thresholds where services are provided, the

operation of waiting lists and local care home and home care charging policies.

s Work with local health partners to evaluate the longer-term consequences of reducing domestic home

care services, such as cleaning, shopping and laundry services.
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Our study

8.  Our specific objectives were to:

e evaluate the robustness of financial planning, monitoring and reporting arrangements for FPNC

at both a national and local level

* examine the current costs and funding allocations for FPNC across councils in Scotland

e identify the financial impact of FPNC on older people, the Scottish Government and councils.

9.  We did not look at continuing care arrangements in the NHS or at resource transfer between health

and social care.

10. For this study we carried out:

« an analysis of national data including demographics, older people's services and financial

information

« adata survey of the 32 councils focusing on activity, financial, policy and practice information.

o focus groups with older people and care providers®

o interviews with staff in six councils, the Convention of Scottish Local Authorities (COSLA) and

the Scottish Government
« asurvey of independent care home providers
e areview of a sample of care packages since 2002 in two councils.

11.  Our study complements the work of Lord Sutherland, who has been commissioned by the Cabinet
Secretary for Health and Wellbeing to carry out an independent review of the policy. He is due to

report in March 2008.

12. Prior to September 2007, the Scottish Administration was generally referred to as the Scottish
Executive. It is now called the Scottish Government. When dealing with the earlier period this report

refers to the Scottish Executive. Recommendations for the future refer to the Scottish Government.

8 We commissioned Age Concern Scotland to carry out the focus groups. A report on the findings can be found on our website
www.audit-scotland.gov.uk
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1. This latest report shows that local
government in Scotland continues
to face and address significant
challenges and the Commission
recognises the general improvement
which has been achieved. We
particularly welcome:

* Progress in service delivery, such

as a further increase in the amount

of waste which is recycled and
composted to over 28 per cent.

* The general picture of sound
financial accounting and
reporting, with accounts and
audits completed on time.

* Scrutiny more embedded
than before.

* A further improvement in the trend

of in-year council tax collection,
with nearly 94 per cent of the
amount due for 2006/07 collected
during the year.

2. Last year we highlighted the major
changes likely as a result of the 2007

elections. Many of the improvements

in decision-making and scrutiny are
still bedding in and councils need to
keep them under review to make
sure they are effective. The report
shows that councillors are receiving
training and councils need to build
on this to support them in their new
and developing roles, especially in

strategic leadership and policy choice.

3. The overall context for councils
is one of continuing change and
pressures on resources. In particular:

* The concordat between the
Scottish Government and COSLA,
and in particular the shift to an
outcomes-based approach, mean
that councils and their partners
will need to give renewed focus
to ways they can demonstrate
improved services for customers
and citizens.
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* The pressure on budgets is likely
to lead to difficult choices for
councils at a time when the shift
to single status, for example, is still
far from complete. This underlines
the importance of robust long-term
financial planning which is risk-
based and sustainable.

4. If councils are to meet the
challenges ahead, they will need to
increase their focus on a number of
key areas, including:

* supporting and developing
leadership skills and capacity

* demonstrating the net benefits
from community planning, other
partnership working and shared
business support services

* taking a more strategic approach
to resources which informs and
integrates finance, workforce and
asset planning

* stronger commitment to testing
the competitiveness of services
and to continuous improvement

* developing robust baseline data
against which improvements in
service delivery can be measured
and demonstrated

¢ improving performance
management significantly to
demonstrate delivery of the
outcomes approach.

5. Looking ahead, the Crerar report
on scrutiny, audit and inspection
highlights the need for more
streamlined scrutiny based upon
robust self-assessment and a
sharper focus on the needs and
concerns of service users. We
support this approach and welcome
the role envisaged for the Accounts
Commission in taking this forward.

Commission findings 3
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1. This report provides an overview

of the main issues arising from our
audit work in local government in
2007 It draws on a range of sources
to identify common features in the
management and delivery of services
and to highlight strengths and areas
for improvement.

2. The report is organised into
five parts.

e Part 1. Setting the scene:
gives an overview of the
current context for local
government in Scotland.

¢ Part 2. Governance: covers
progress on Best Value, the
arrangements for supporting
governance and how councils
are organised to deliver services.

* Part 3. Use of resources: covers
how councils are managing their
finances, workforce and assets.

¢ Part 4. Performance: looks at
performance management and
how well councils are delivering
services.

e Part 5. Qutlock: looks ahead and
sets out the key priorities and risks
for local authorities in the coming
year and our audit approach.

3. We have used extracts from audit
reports as exhibits and case studies;
these are provided to support the text
and are not necessarily the best or
only examples.
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Key messages

The polmcal context for local
government has changed
. srgruflcanﬂy with a new
. government and a shn‘t o
more coalition and rninonty
_ administrations at councils:
\ Almost half of the councrllors

L Ioca! government they will.need

The g ernment frs'l,.eoranmitted

need 1o'do more
to demonstrate that the

_ time invested in developing
cormunity planning and other
forms of partnership working is
resulting in improved services;
the proposed new outcome
agreements will require more
effective management of joint

. delivery arfangements.

« |n delivering services through
-_ external organrsatrons such
as companres and trusts, -
. councils need to ensure good
~_governance and to maintain
clear accountability for finance
and performance.

 elected in May 2007 are new o

:-, contmurng support to carry out 1

uncils: could '
SS W|th their

Summary 5

Overall financial reserves were

the_ levels of two

. years ago but the are wrde

. variations among

"'are rncreasmg a

The demands on services
‘mpetang
pressures on resources mean

; ,dn‘flcult chorces for counorls

- There remarns an.urgent .
- need 10 1mprove performance
' management, mcludrng robust

\ performance report .
. is particularly important in the
_ light of the outcomes approach.
' Councrls still have some way -

 Financial accountrng and

reporting in councils. remarns :

~ generally. sound Accounts and

'mpleted on trme

chal!enge and balanced. pubhc

togoin producm good qualrty
management informationto
inform decision- makrng and ol
demonstrate efficiency gains
and service outcomes. This
limits-audit’s ability to.provide
an overview of performance
across services. :
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About the study

1. Ten years ago, many of Scotland’s
schools were in a state of serious
disrepair. Education was a high-
priority policy area for both central
and local government and so a major
programme of school building and
renewal began. The programme
started at the end of the 1990s, with
the first new and refurbished schools
opening in 2000 and 2001

2. In 2003, the Scottish Executive
and the Scottish Convention of Local
Authorities (COSLA) launched the
School Estate Strategy.” The overall
aim of the strategy is to raise the
quality of the school estate, ensuring
that no schools are in poor condition®
or otherwise unsuitable for 21st
century education. The strategy states
that new and refurbished schools
should be well designed, well built,
and well managed.

3. The focus of this report is to
evaluate the impact of the strategy
on school buildings and what has
been achieved to date. Where
appropriate we comment on relevant
recommendations from Taking the
initiative, a previous report published
in 2002 by the Accounts Commission
and the Auditor General for Scotland,
which examined the use of the Private
Finance Initiative (PFI) in the early
projects in the programme of school
building and renewal.’

4. This report was prepared on behalf
of the Accounts Commission and
the Auditor General for Scotland and
addresses the following questions:

e \What does the School Estate
Strategy aim to achieve?

e How many schools have been
rebuilt or refurbished?

—
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e How much has this cost?

* How effective are the new and
refurbished school buildings?

¢ How well are the Scottish
Government and councils
managing the improvements?

5. The purpose of the study is not

to assess the merits of one funding
route compared to another, but to
consider what has been achieved for
the investment made, whatever its
source. We have not examined links
between improvements to school
buildings and educational performance
as there is limited evidence available.
Our report recommends actions that
will help to achieve the aims of the
strategy in the future.

6. We collected evidence for this
report through:

¢ reviewing documentation and
analysing existing data

e gathering information from all
councils on the profile of their
school estate and the costs of
improvements made to it

e assessing the design quality of
18 new and refurbished schools

* undertaking focus groups
with school pupils and issuing
guestionnaires to staff at ten new
and refurbished schools

e interviewing officers at six councils
(East Lothian, East Renfrewshire,
Fife, Glasgow, Highland, West
Lothian)

¢ interviewing key officials in the
Scottish Governmient and other
key stakeholders.

In Falkirk, Stirling, Glasgow and East Renfrewshire.

2 Building our Future: Scotland's School Estate, Scottish Executive and COSLA, 2003 ) ) o
3 Assessed as being either ‘in poor condition - major defects and/or not operating adequately” or ‘in bad condition — life expired or at serious risk of imminent

failure’, School Estate Statistics 2004, Scottish Executive, 2005.

[Sa N

From 2000/01 to 2006/07

Taking the initiative: using PFI contracts to renew council schools, Audit Scotland, 2002.

Summary 3

Key messages

7. When the Scottish Executive
launched the School Estate

Strategy in 2003, there was a lack

of comprehensive and consistent
information from councils about their
school buildings. The strategy did

not set out exactly what needs to be
done or how it will be achieved. The
Executive allocated financial support
to councils before having reliable
information and before developing the
strategy. However, the information
available is improving so the Scottish
Government and councils should now
be able to review the strategy, set
specific outcomes and targets and
prepare a detailed plan for achieving
them (Part 2).

8. The strategy has led to many
schools being improved, including
219 brand new buildings by the end
of 2007 Using its own criteria, the
Scottish Government can show that
its two interim targets of improving
first 100, and then another 200,
schools by 2006 have been met.
However, at current rates of progress,
we estimate it could take up to 20
years to remove all schools from poor
condition and make them suitable for
21st century education — the overall
aims of the strategy (Part 3).

- 9. Investment worth £3.9 billion

has been committed to improving
schools in the last seven years,5 and
this is expected to have increased

to over £5.2 billion by April 2008.

The Scottish Government cannot
accurately assess how much still has
to be spent to achieve the overall
aims of the strategy due to the
limitations of the data and information
available. If the strategy is to continue,
the government now needs 1o

assess future costs and develop a
financial strategy to deliver on these.



Page 67

lons to

kes recommendat
h Government and counc

is report ma

Th

Is to

improvements to

IS

the Scott

ISe |

(m

help them max

the school estate




Part 2. What does the School Estate

Strategy aim to achieve?

¢ The Scottish Government and
councits should review the School
Estate Strategy and set specific,
measurable and meaningful
targets to ensure that the
aims of the strategy are clearly
expressed and progress can be
properly assessed.

¢ The strategy should contain an
implementation plan, which sets
out what has to be done, when
and by whom.

* The Scottish Government and
councils should report progress
using Information collected at
an agreed time and to an
agreed standard.

Part 3. What has been achieved?

* The Scottish Government and
councils should implement
standardised approaches for
collecting reliable information
about the condition and suitability
of school buildings.

* The Scottish Government and
councils should agree to report
progress in terms of new, clearly
defined targets reflecting key
standards for condition, suitability
and sufficiency.

Part 4. How much is it costing?

¢ The Scottish Government should
identify a financial strategy for
achieving the aims of the School
Estate Strategy. The amount of
financial investment required
should be estimated now and
kept under review as information
improves and progress towards
targets continues. The financial
strategy should allow for the long
lead-in time required for major
school-building projects.
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Councits should develop plans for
the duration of their PFl contracts
that identify how they will pay
the increasing charges for their
PFI contracts.

The Scottish Government and
councils should ensure that
adequate resources are allocated
to building maintenance for
schools without PFI
maintenance contracts.

Part 5. How effective are the
improvements?

To maximise their positive impact,
refurbishments need to be
designed taking an overall view of
the whole school.

Environmental sustainability should
be a key element of school design,
not an added extra.

Councils should consider
preparing user guides for all

new and refurbished schools to
ensure that staff know how to
make the best use of the facilities
in their building.

Councils should use the Scottish
Executive’s guidance Optimising
the internal environment to make
sure that future school designs
strike a good balance for the
comfort of everyone who uses
the building.

The Scottish Government and
councils need to continue working
to identify and share good (and
bad) practice to ensure that the
quality of design keeps improving.

Councils should make sure they
consult and involve school users
at the design stages, even if this
means the process takes longer.

Part 8. Recommendations 41

¢ Councils should complete post-

occupancy evaluations as a matter
of priority. They should make the
results available to other councils
and take up the opportunities
offered through the Local Authority
School Estates Network to
compare notes and learn from
each other.

Part 6. How well are the
improvements being managed?
¢ Councils should estimate

pupil rolls for at least ten years
ahead and should review these
assessments at least annually.

Councils need to build flexibility
into their school estate plans

to accommodate both longer

term demographic changes and
unforeseen local changes. This
might include school buildings that
can be readily expanded or easily
converted to other uses.

The Scottish Government and
councils should do more to share
experiences and develop joint
approaches to improving the
school estate. There are potential
efficiency savings to be made
from more sharing of staff and
technical expertise.

Councils should transfer learning
from experiences on school estate
nmanagement to improve general
asset management across their
organisations as appropriate.
COSLA should take a lead role in
coordinating this, in consultation
with the Scottish Government

and the Improvement Service

if appropriate.
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Key messages

= The 2006/07 National Frau

1. Audit Scotland, working with the
Audit Commission, external auditors
and a range of public bodies in
Scotland, has undertaken another
major counterfraud exercise. These
exercises, known as the National
Fraud Initiative in Scotland (NF),

are undertaken every two years as
part of the statutory audits of the
public bodies. The latest exercise
(NFl 2006/07) commenced In
October 2006 and is now complete,
or substantially complete, at most
participating bodies.

2. Seventy-four bodies took part in

NFI 2006/07 These included counclls,
police authorities, fire and rescue
authorities, Strathclyde Partnership for
Transport, health boards, the Scottish
Public Pensions Agency (SPPA} and
the Student Awards Agency for
Scotland. The 2006/07 exercise built
on the 2004/05 NFI and pilot exercises
carried out in previous years.
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3. NFI uses computerised data
matching to compare a range of
information held on bodies’ systems
{eg, housing benefits, public
sector pay and pensions, students,
disabled persons’ ‘blue badge’
parking permits and a government
register of deceased persons) to
identify inconsistencies or other
circumstances that might indicate
fraud or error. These "'matches’

are provided to the audited bodies
via a secure website for them

to investigate.

4.7To date, fraud and overpayments
of £9.7 million have been found as a
result of the 2006/07 NF in Scotland,
and this amount is expected to
increase in the months ahead. The
main outcomes included:

e 186 occupational pensions
stopped because the pensioner
was found to be deceased

¢ 1,552 housing benefit cases
invalving public sector pensioners

* 672 housing benefit cases
involving public sector employees

® 969 disabled blue badges
cancelled after NFl identified that
the holder was deceased.

5. The cumulative fraud and error
detected by the NFI in Scotland is
now around £37 million, and this does
not reflect the extent to which NFI
may help to deter more fraud.

6. The level of fraud and error
identified from the 2006/07 exercise
is about a third less than that reported
at the 2004/05 exercise. This is not
especially surprising. The most likely
reasons are that:

e 2004/05 NF! was the first
significant roll out of NFi for
councils in Scotland, and
outcomes from that exercise

Summary 3

were always likely to be untypical.
NFI 2004/05 helped bodies to
identify the longest-running frauds
and errors; whereas most fraud
and error found at the 2006/07
exercise should only have run for
two years at most

¢ NFI, and other anti-fraud work by
bodies, is making an impact in
deterring fraud

¢ informed by the fraud and error
cases identified previously, bodies
have made improvements to their
systems of control

* in addition, SPPA had not
completed its investigations at the
time of preparing this report and its
final results are expected to reduce
the difference between the 2004/05
and 2006/07 NFl outcomes.

7. Audit Scotland will continue to
work with the Audit Commission on
NFI and will commence the 2008/09
exercise in October 2008. We are
currently revising our Code of Data
Matching Practice to ensure that NFI
exercises continue to comply with
data protection requirements, and
to reflect best practice in notifying
individuals about the use of their
information in NFl exercises.

8. Audit Scotland is also in discussion
with the Scottish Government Criminal
Justice Directorate about providing
Scotland with the same express data
matching powers that were recently
given to other UK audit agencies by
the Serious Crime Act 2007
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Capital investment in the public
sector is significant

1. Public investrment in infrastructure
touches most aspects of Scottish life.
It provides new and upgraded facllities,
such as roads, railways, hospitals,
schools,
projects. Between 2002 and 2007, the
Scottish Government and its agencies,
nondepartmenital public bodies INDPBs;)
and the NHS completed 43 publiciy-
funded major capital projects valued at
£811 million {Appendix 1).

2. There are currently 104 major
projects valued at £4.7 billion in
progress {Appendix 2). Most of these
are in the transport and health sectors
{(Exhibit 1), There are:

« Nine large projects — seven transport
and two health projects —with a
combined value of £2.8 billion. The
value of these projects ranges from
£120 million to £692 miflion.

¢ Thirtyseven medium projects

~mainly in the transport, health and
justice sectors, valued at between

Exhibit 1

museums, prisons and rmajor 1T
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£15 rnilion and £85 miion each -
with a combined vaiue of £1.4 billion.

« Fifty-eight smaller projects — covering
all government portfolios, vaiued at
less than £15 million each — with a
cormbined value of £0.5 bilion. *

3. The scale of investment means that
good decision-making about the capital
programme and good management of
individual projects are vital.

4. In May 2008, the Scottish
Government proposed the further
development of the Scottish Futures
Trust initiative. This includes plans to
provide a focal point for coordinated
public sector infrastructure planning

and investment. If approved and
implemented, this coordination may help
address our recommendations below.

Summary of key messages

_Major capital projects by government portfolio

ole growth
rclects)

Total

Source:-Audit Scotland

1 We define a major project as having a capital cost of £5 million or more.
2 We have defined small, medium and large projects as less than £15 million, £15 -100 million and over £100 million respectively.

Summary 3
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» assessment of: risks; the range
. of options to be considered;
. anda clear basis for assessing,
revrewmg and reportmg

', ;burld whole~hfe costs into.
,“‘,busrness cases and subsequent
! prOJeCt reportmg :

ensure cost tlme and quahty
- targets are clear fromthe
~ ;,}outset and properly recorded v

; yrmprove early stage es‘uma‘ung
- of the cost and time of projects.

* -v'assessment and qua fi catlon’

carry out post—prOJect :
- evalua‘uons withina reasonable
 timescale to determine whether
. projects have delivered the
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They need to ‘ensure better ‘ and functsona lity): Evaluatrons .

- need for lndependent gateway or
, srmrlar reviews at key stages in:
pro1ects

or srmrlar reviews at the key

stages in prolects -

- _ensure project budgets are

suffrcrent to allow for post-
prOJect evaluatlon in all progects .

.beneﬂts mtended (beneflts

. include satisfying the busrness
- requirerments as wellas ‘
providing good~quahty design
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ARGYLL AND BUTE COUNCIL AUDIT COMMITTEE
CHIEF EXECUTIVE’S UNIT 19 SEPTEMBER 2008

PYRAMID - PROGRESS REPORT

1 SUMMARY

This paper provides a brief update of progress with the
implementation of the Council’s performance management system,
Pyramid.

2 RECOMMENDATIONS
It is recommended that Audit Committee has an update during the

remainder of the Pyramid implementation — due to complete May
2009.

3 DETAIL

The attached report was presented to the Performance Improvement
Strategic Board on 15™ August. It was suggested that training
opportunities are needed for Members as well as DMTs and the SMT
to increase use of Pyramid at a strategic level.

On August 15", 93% of performance measures were populated with
up-to-date data.

For further information contact:

David Clements,

Performance Manager,

Policy and Strategy.

Telephone 01546 604205

Email: david.clements@argyll-bute.gov.uk
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Pyramid Progress Report
15" August 2008

Pyramid Implementation Project Overview

The Council adopted the current performance management framework in
2004. Before that time, performance reports were largely based on financial
information only. A further development was the introduction of non-financial
performance reports to the SMOG and the Audit Committee in 2006 along
with a unified reporting framework. The introduction of the software system,
Pyramid, in 2007 makes available a wider range of up-to-date performance
information to all Members and managers across the organisation.

The Pyramid project is working with each Service through a series of
workshops, seminars and training sessions to develop a Service scorecard,
representing the key performance features of the Service. The 12 week
programme culminates in go-live when the Head of Service signs off the
scorecard. Following go-live, the Head of Service presents their scorecard to
their DMT, explaining the key aspects of their performance. The DMT
acknowledges and agrees Service performance with Departmental and
Strategic impact. Finally, the Head of Service presents their scorecard to the
SMT who sign-off the implementation and agree the aspects of Service
performance with significance at a corporate level.

The main purpose of the Pyramid project is to promote and support a change
of the organisational culture to one fucused on performance.

Progress to date

The pilot phase of the project concluded with Roads and Amenity Services,
Financial Services (including Benefits) and some cross cutting Strategic
Financial data in Pyramid. Additional work was undertaken with Education to
prove the use of an automated data transfer from SEEMIS to Pyramid. It was
clear at this point that additional people were required to deliver Pyramid
within an acceptable timescale. The SMT agreed that Departments would
each provide a secondee for a period of 2 years.

The main phase of the project is progressing satisfactorily, with 14 Services
being directly involved so far. This level of progress has only been possible
with the secondees from other Departments. The attached table illustrates
overall progress with Services.

Strategic Finance and Financial Services (including Benefits) have completed
the process. Roads & Amenity Services and Planning & Performance will
follow in the next few months.

Successes

The positive attitude of most Service Heads and 3™ tier managers has
enabled the project to progress largely to plan. Services with a strong record
of monitoring performance have coped very well with the additional work of
developing Pyramid scorecards. This has enabled the Pyramid Team to add
other essential aspects of performance to the Pyramid model, including the
Statutory Performance Indicators, Social Work Improvement Plan and the

2
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Best Value Improvement Plan. Other sections have been progressed
including the European & Employability Unit, Performance & Support, the
Corporate Risk Register and the Capital Programme. These are areas of
work not included in the original Project Plan.

In terms of organisational culture, it is clear that the Pyramid implementation
programme is providing space for Services to think about their purpose and
performance. This has enabled the Pyramid team to encourage discussion
about key metrics and critical areas of performance, focusing on the cause
and effect of service delivery. Sometimes referred to as Strategy Mapping or
the Golden Thread, this process illustrates the links between the Corporate
Objectives, Service Plans and service delivery.

Issues

Whilst a positive attitude is apparent in most Services, there are still pockets
of resistance. Sometimes this is simple resistance to change, at other times it
is clear that there is little understanding of how performance can be managed.
Resistance to change is overcome in part by ensuring that Heads of Services
have control over the Pyramid implementation programme. It is made clear
that Pyramid is the adopted corporate system and managers have a
responsibility to ensure that the system is properly employed. Although
sometimes grudging, there is general acceptance that Pyramid has the
potential to be a useful corporate system.

Where the Pyramid Team finds little experience or understanding about
performance management techniques, the programme of workshops includes
sufficient opportunity for managers to follow the basic principles.

A major issue is the need for pull as well as push. The Pyramid Team is
pushing Services along the path of building and maintaining their Pyramid
scorecards. Services are generally progressing along the performance
management path with encouragement and assistance from the Pyramid
Team. What is needed now is for Members and senior managers to demand
(pull) information from Services through Pyramid - to define the improvement
path and charge Services to follow.

Pyramid allows Members and managers to view and analyse information,
leading to the formulation of questions and ideas focused on improvement.
There is little experience across the organisation of actively seeking and using
performance information. Previous practice has been to accept regular
reports or to make ad-hoc requests for specific information. Using Pyramid,
Services will respond to the demand from Members and managers for timely,
accurate information.



Feb-

Mar-

Dept  Scorecard  May-

CE Statutory Pls

Comm SW Improvement Plan

CE BV Audit Improvement Plan

Corp Financial Services (+ Benefits)

Op Roads and Amenity Services

CE Strategic Finance Y Y

CE Personnel Services Y Y

Comm Education (@) Y Y Y

Comm : Planning and Performance (@) Y Y Y

Dev Planning Services o) o) o) Y Y Y

CE Corporate Capital Programme o) o) o) Y Y Y

Corp ICT Services (0] O ) Y Y Y

Comm : Community Regeneration O ) (@) Y Y Y

Dev European & Employability @) ) (@) Y Y Y

CE Policy & Strategy o) o) o) Y Y

CE Communications ) O O Y Y

Dev Performance and Support ) (@) O Y Y Y

Comm Children and Families O @) ) Y Y Y

Op Facility Services (@) ) ) Y Y Y

Comm  Adult Social Work @) @) O Y Y Y

Corp Democratic Services O 0] (0] Y Y Y
Corp Legal and Protective Services (0] @) ) @) Y
Dev Transportation & Infrastructure (0] 0] ) @) Y

orange - planned workshop phase

yellow - planned post workshop development

green - live
red — delayed
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ARGYLL AND BUTE COUNCIL AUDIT COMMITTEE
CHIEF EXECUTIVE’S UNIT 18 SEPTEMBER 2008

SUMMARY OF QUARTERLY PERFORMANCE REPORTS

1 SUMMARY
This paper provides a summary of the Service quarterly reports for
the period April to June 2008, consisting of the exceptional
performance sections only.

2 RECOMMENDATIONS
It is recommended that the Audit Committee
« notes the Service performance in the report and
« considers the style and content of the report and makes
suggestions about improvements to this report to assist the Audit
Committee in considering performance matters.

3 DETAIL

Service Plans include a level of detail for each Priority, essentially
the third tier management level across the Council. Where a Priority
is reported as performing above or below the planned level, this
performance may be evaluated as exceptional.

The selection of performance included as exceptional relies on the
report provided by Services. It is this exceptional performance that is
included here. Where explanations for exceptional performance
have been provided by Services they are repeated here.

The full quarterly reports are available from the Performance
Manager in the Policy and Strategy Team.

For further information contact:

David Clements,

Performance Manager,

Policy and Strategy.

Telephone 01546 604205

Email: david.clements@argyll-bute.gov.uk
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Extracts from Quarterly Performance Reports Apr-Jun 2008

This paper draws together the exception reports from the quarterly Service
performance reports for the first quarter 2008/09. Exception reports are those
areas of service delivery that the Head of Service considers ahead (v') or
behind (%) the planned level of service. Where no exceptional performance
has been reported, the level of service is generally as planned.

Chief Executive’s Unit
Communications — no exception reports

Personnel Services — no exception reports

Policy and Strategy

x Proactive work is still suffering due to pressures on the small team. This
period effort has been directed to the Single Outcome Agreement.

x Performance management progressing well in most areas. Ingrained
cultural patterns of work/ behaviours are slowing some parts of the process.

Strateqic Finance
e Both loan fund and long term borrowing rates show favourable trends

Community Services

Adult Social Work

v Some improvements to the number of people awaiting assessments
across a range of disciplines (similar to previous quarter, showing a
continued improving trend)

Community Regeneration - no exception reports

Planning and Performance - no exception reports

Children and Families - no exception reports

Education
v The educational attainment of children leaving local authority care has
shown considerable improvement.

Corporate Services

ICT and Financial Services

x 12 month delay to e-Planning system due to national programme delays,
reported previously, may come on stream sooner than March 09.

x The number of new Benéefit claims outstanding longer than 50 days stands

at over 35% against a target of 9% - a continued deteriorating trend.

x New benefit claims and changes to circumstances have generally been

slower than planned

v The percentage of payments made within 7 days of determination has risen

to over 99%.
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Legal and Protective Services

x The number of trade premises inspected has dropped due to staff
shortages. A focus has been given to consumer complaints instead.

x No performance measures have been developed for animal health and
welfare (same comment in previous 4+ reports).

Democratic Services and Governance
o The lack of stated targets in some areas reduces the value of the report.

Development Services
Transportation and Infrastructure - no exception reports

Planning
v There has been continued overall improvement in the response times for

building warrants, planning applications and completion certificates
x The vacancy in the Access Manager’s post is still causing delays in the
Core Path Plan

Operational Services

Roads and Amenity Services

o The report from this Service is a Pyramid printout. Too little data is entered
to assess progress. The Head of Service has committed to re-vitalise the
Pyramid data in time for the next report. This has come about in part as a
result of recent changes to management responsibilities which were not
reflected in Pyramid in time for this report.

Facility Services

e Declining numbers of school pupils taking up school meals, but those who
do are mostly very satisfied with the quality, choices, etc.

e A good deal of user data is presented in the report with little analysis.

x A significant reduction in the budget for the Education planned
maintenance programme is predicted to have a severe effect on the ability
to carry out work in the future. It is suggested that this may put pressure on
Head Teachers and Property staff to over-compensate by treating routine
repairs as emergency maintenance - this gives access to the limited budget
available. The current overspend is reported as £82,625.
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ARGYLL AND BUTE COUNCIL Audit Committee
CORPORATE SERVICES 19 SEPTEMBER 2008

Risk Management and Business Continuity Strategy

1 INTRODUCTION

1.1 The Governance and Risk Manager has been instructed to provide
an updated report on the progress being made with the
implementation of the Council’s Risk Management and Business
Continuity Strategy.

2. RECOMMENDATIONS

2.1 The Committee note the terms of this report.
3. DETAIL

3.1 Risk Register

A demonstration of the format for transfer of the information into
Pyramid was given by Lyndis Davidson at the last RMG meeting.
All departmental reps were happy that it will meet there needs. The
RMG will arrange for transfer of the data into Pyramid by the end
of September, all departments are to nominate administrative
officers to complete the process/training which will be undertaken
in conjunction with the performance management team.

3.2 Business Continuity

The DRP’s for each Service should be submitted by 17 September
in order that the quality assurance checks and any amendments
can be made prior to them being signed off by the Departmental
Management Teams. A presentation to Directors and Heads of
Service on where we are with the Business Continuity Programme
has been arranged for 1 October and as part of that, there will also
be training on the Incident Management Plan.

An exercise of the BC plan will be arranged for early November.
A presentation will be made to the December Audit Committee on

the outcomes of the BC process.

lain Jackson
Governance and Risk Manager
2 September 2008
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ARGYLL & BUTE COUNCIL AUDIT COMMITTEE
STRATEGIC FINANCE 19 SEPTEMBER 2008

INTERNAL AUDIT SECONDMENT POLICY

1. SUMMARY
The Code of Practice for Internal Audit in Local Government (the Code) issued by
CIPFA in 2000 sets out good practice in delivering internal audit services. The Code was
revised in 2006 and Grant Thornton UK LLP, in May 2007 carried out a Code
compliance review resulting in a report. One resultant recommendation required that
Internal Audit have a policy on the secondment of staff both from and to Internal Audit.
This arose originally as a result of staff being seconded from Internal Audit to other
sections within Strategic Finance. A proposed policy is attached.

2. RECOMMENDATIONS

2.1 The contents of this report are noted and are to be followed up by Internal Audit.

3. DETAILS

3.1  Inthe past members of staff have been seconded from Internal Audit to other
sections of Strategic Finance. There has also been an instance where one of the
Trainee Accountants has been seconded to Internal Audit for a period prior to
sitting an Auditing paper in the CIPFA examinations. In order to prevent a conflict
of interest a policy has been produced that will prevent Auditors covering areas
where they had previously worked. The policy will prevent any staff seconded into
Internal Audit covering areas of work associated with their substantive post.

4. CONCLUSIONS

The Committee is asked to approve the proposed policy.

5. IMPLICATIONS
5.1 Policy: None
5.2 Financial: None
5.3 Personnel: None
54  Legal: None
5.5  Equal Opportunities: None

For further information please contact Alex Colligan, Internal Audit Manager (01546
604271).
27th August 2008

13
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Internal Audit Secondment Policy

1.1

1.2

1.3

1.4

1.5

2.1

2.2

2.3

2.4

2.5

Internal Audit staff being seconded to other duties

Internal Audit staff may on occasion be seconded to other duties within
the Council. Any such secondment must be with the agreement of the
Head of Strategic Finance and the Internal Audit Managers.

The period of secondment must be agreed at the outset of the
secondment and any extension of the secondment must also be
agreed by the Head of Strategic Finance and the Internal Audit
Managers.

At the end of the secondment the staff involved will return to the
Internal Audit section to take up their duties.

On return to their duties within Internal Audit staff must provide the
Internal Audit Managers with a note of the duties they carried out
during the period of their secondment. This note should include details
of the work carried out and within which departments and services.
This note will be retained by the Internal Audit Managers.

The Internal Audit Managers will ensure that the seconded staff will not
be involved in any audits or area of work for which they were
responsible during their period of secondment. This will last for a
period of not less than 2 years from the end of the secondment.

Staff being seconded into Internal Audit

Internal Audit may on occasion second staff to carry out duties within
the section. Any such secondment must be with the agreement of the
relevant Head of Service and line manager(s).

The period of secondment must be agreed at the outset of the
secondment and any extension must be agreed by all relevant
managers.

Commencing the secondment the seconded staff member must supply
a note to Internal Audit Managers detailing position held in their normal
role and the duties they carry out. This note will be retained by the
Audit Managers.

The Internal Audit Managers will ensure that the seconded staff will not
be involved in any audit work for which they are responsible for during
their normal working practices.

At the end of the secondment the staff involved will return to their
position within the Council.
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Executive Summary

Introduction

The Council is required to have arrangements in place for ensuring propriety, regularity and
Best Value in the stewardship of public funds. It is the responsibility of management to
ensure that adequate internal controls are in place which:

* ensure that resources are applied to the activities intended;
*  deter fraud and irregularity; and
= ensure the most effective use of resources.

As part of our 2007-08 audit, we have reviewed the adequacy of the Council's internal
control framework in the following areas:

* financial management and budgetary control;
* audit committee arrangements; and
*  participation in the National Fraud Initiative exercise.

Key Findings
Frnancial management and budgetary control/

The Council has generally good arrangements for financial management and budgetary
control and has improved its arrangements for linking corporate priorities into the budget
setting process. The linkage between budget setting and corporate priorities is being
addressed by the Council, but there remains scope for further transparency in this area.

The Council will continue to face financial pressures over the next three years, and currently
anticipates that the level of unearmarked reserves will fall below the target of 1.5% of net
operating expenditure by the end of the 2008-09 financial year. The Council's earmarked
reserves of £21 million remain healthy, however, the reduction in available un-earmarked
reserves presents a risk to the achievement of overall corporate objectives.

More generally, there is scope for greater transparency in the plans the Council has to apply
all earmarked reserves, including those currently earmarked within departmental budgets.

The Council has produced an Efficiency Savings Plan to identify ways to achieve the
Scottish Government's target of 2% efficiency gAINs per annum over the next three years,
but does not yet have the performance systems in place to measure outputs and outcomes
to support the measurement of efficiency.

Audit Committee arrangements
Our review found that the audit committee operates effectively and complies with the

majority of good practice principles outlined in the CIPFA guidance. In particular, the
approach adopted by the Council to appoint non-executives as chair and vice chair of the

© 2008 Grant Thornton UK LLP. All rights reserved
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audit committee goes beyond good practice, and significantly improves overall governance
and scrutiny within the Council.

We identified some areas where overall audit committee arrangements could be improved
further to fully comply with good practices principles, including;

*  reviewing and updating the committee's terms of reference to ensure it
incorporates all the areas recommended by CIPFA; and

*  establishing a formal training programme for committee members.

We also note that one member of the audit committee is also a Deputy Spokesperson. The
audit committee's existing terms of reference currently preclude the appointment of
Spokespersons to avoid the potential for conflicts of interest to emerge in the exercise of
scrutiny functions.

National Fraud Initiative

The Council participates in the National Fraud Initiative (NFI) Exercise, but has identified
only a small amount of housing benefit fraud following its 2006-07 review. We found a
number of areas for improvement in the Council's arrangements for participating in the NFI
exercise, in particular the need for improved documentation of progress monitoring,
investigation and closure of case matches.

Way Forward

The findings and recommendations from our review are summarised in an Action Plan
(Appendix A) which accompanies this report. The Action Plan has been agreed with
management and incorporates the management response to audit recommendations.

The report includes some specific recommendations to strengthen internal controls. It is the
responsibility of management to decide the extent of the internal control system appropriate
to the Council.

About this report

This report is part of a continuing dialogue between the Council and Grant Thormton UK
LLP and is not, therefore, intended to cover every matter which came to our attention. Our
procedures are designed to support our audit opinion and they cannot be expected to
identify all weaknesses or inefficiencies in the Council's systems and work practices.

The report is not intended for use by third parties and we do not accept responsibility for
any reliance that third parties may place on.

Acknowledgements
We would like to take this opportunity to thank the staff who have been involved in this
review for their assistance and co-operation.

Grant Thornton UK LLP
28 August 2008
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1 Financial management and budgetary control

1.1 Background

111  InFebruary 2008, the Council approved its first three year budget plan for the
period to 2010-11. This marks a significant change in the Council's approach to financial
management and budgetary control, and matches the introduction of the new three year
funding settlement with the Scottish Government for local authorities.

112  For the year ending 31 March 2009, the Council plans to spend some £252 million
on providing services, with education services accounting for the significant majority of
planned expenditure in line with Council priorities. Effective financial management and
budgetary control arrangements are therefore essential for the proper stewardship of the
Council's resources. Table 1 below provides a more detailed breakdown of the 2008-09
budget across services, excluding the effects of internal trading,

Table 1: 2008-09 revenue budget (excluding internal trading)

Other
0%

Joint Boards
Central Services 6%

1%

Non Distributed Costs
1%

Loan Charges
6%

Corporate and Democratic

2 Education
o

1%

Social Work
18%

General Fund Housing
Planning and Development 5%
1% Cultural and Related

Trading Services 4%

ads and Transport
1% 7% Environmental Services
7%

Source: Argyll and Bute Council

113 Our review assessed the adequacy of the Councils' financial management and
budgetary control arrangements covering;

the budget setting process;

the process for monitoring and reporting budget variances;

procedures for authorising and processing budget virements;

the reserves policy; and

arrangements for meeting the Scottish Government's efficiency savings target of
2% per annum.

© 2008 Grant Thornton UK LLP. All rights reserved
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1.2 Budget setting process

121  Inour 2006-07 audit, we noted that the Council prepared the budget on a largely
historical basis rather than on a more fundamental zero based budgeting approach. The
traditional budget setting approach does not always ensure that resources are targeted to the
Council's corporate priorities and objectives.

122 Since our last review, there have been significant changes in the Council's approach

to setting the budget. The main changes reflect the need to re-align the Council's budget to
meet the aims of the Concordat between the Scottish Government and local government,
including:

*  afunding settlement based over the three years to 2010-11;

» freezing of Council Tax at 2007-08 levels;

* the development of a Single Outcome Agreement to link national policy priorities
and targets with local priorities and circumstances;

* reduction in the ring-fencing of resources; and

* the requirement to meet an efficiency savings target of 2% per annum.

123  The Council has responded by developing a financial strategy which seeks to
provide a more transparent link between the revenue budget and corporate objectives. As
part of the budget process, the Council allocated free funding of £1 million to prioty areas
of roads and services for older people. The Council has also carried out a "golden thread"
review to monitor how it is progressing with matching objectives with financial resources.
This review concluded that there was a good linkage between budgets and corporate
priorities, although the review also identified some corporate priority areas that did not yet
seem to receive budget priority. The Council is moving towards making the linkage
between corporate priorities and budget setting, however there is scope to make this more
transparent.

Action Plan Pomt1

1.3 Budget monitoring

131  Regular and robust budget monitoring is required in order for the Council to
maintain effective budgetary control throughout the year. The Council prepares two main

types of budget monitoring reports:

e monthly budget monitoring reports for each budget holder;

e monthly budget monitoring reports for SMI’; and

e  quarterly budget reports for the Executive.
132 The budget monitoring reports are clear and concise, and provide budget holders
and members with the necessary level of information to understand the financial position.
Projected year end outturn figures are produced for each monthly budget monitoring report
and the quarterly report to the Executive.

133  However, budget reports continue to be produced on a cash basis, and many of the
identified variances are noted as "profiling issues". Thus, reports may not fully reflect the

© 2008 Grant Thornton UK LLP. All rights reserved
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Council's financial position at the report date, or be fully effective in highlighting potential
budget variances sufficiently early in the financial year for corrective action to be taken. The
Council should consider producing an accruals based budget report to report more
accurately on the financial position at the report date.

Action Plan Point2

1.4 Budget virements

141  The policies and procedures for processing budget virements (transfers of budget
authorisation between linked budget groupings) are set out in the Financial and Security
Regulations. These regulations require that:

» all virements above £25,000 are agreed by the relevant service Director, and
notified to the Head of Strategic Finance; and

= for virements above £100,000, there must be advance consultation with the Chair
and Vice Chair of the Executive, and all virements above £200,000 require specific
Executive approval.

142  The Council's financial and security regulations require budget virements to be
notified to the Head of Strategjc Finance. We reviewed a sample of twenty budget virements
processed during the 2007-08 financial year, and found that only three (15% of our sample)
had evidence that the correct notification procedures had been followed. This increases the
risk that budget virements are being processed without the necessary level of senior

management scrutiny.

Action plan point 3
1.5 Reserves
151  For the year ending 31 March 2007, the Council had a total general fund reserve
balance of £24.8 million, of which £20.5 million was earmarked for specific purposes, and
£4.3 million was unearmarked. Table 1 shows the breakdown of the main general fund
balances at 31 March 2007.

Table 1: General Fund balances as at 31 March 2007

31 March 2007

£'000s
Total General Fund 24,798
of which
Earmarked:
Smoothing Funds 6,587
Social Housing 3,173
Grant Income carried forward 3,918
Budget carried forward 4,843
Funding committed to 2007-08 2,026
Total Earmarked 20,547
Un-earmarked 4,251

Source: Argyll and Bute Council

© 2008 Grant Thornton UK LLP. All rights reserved
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152  Inour 2006-07 audit, we noted that the Council's arrangements for reserves were
prudent, but more could be done to better identify how the Council proposes to apply some
earmarked balances. The Council has responded by producing a new reserves policy, as part
of the three year budget setting process.

153  The Council has analysed the earmarked portion of the reserves and developed
budget expectations for specific reserve balances, including:

¢ the Waste Management PPP Smoothing Fund balance is expected to increase to
£9.5 million;

e abalance held for social housing projects to be funded by income generated from
council tax levied on second homes; and

e atarget to ensure that balances relating to unspent grants and contributions do not
exceed 1% of expenditure (current position is 1.8%) in any year.

154  We note that the level of earmarked reserves for social housing projects continues
to rise each year from the accumulation of council tax receipts on second homes
(approximately £1.7 million per year). The reserve will be used to fund projects based on the
conditions set out in the Strategic Housing Fund and Landbank policy. The Council has
provisionally allocated £0.642m in support of 2 projects.

Action plan point 4

155  The Council currently enables departments to carry forward unspent budget
provision between years. In 2007-08, the total value of this element of reserves had risen to
£6 million. Only funds set aside for specific purposes should be earmarked. A full review of
the earmarked general fund balance is carried out on an annual basis, and departments are
asked to provide explanations for balances carried forward. However, the Council should
ensure departments are sufficiently challenged in how they intend to utilise unspent budget
provisions as part of the budget process.

Action plan point 5

1.5.6  The Council is required to hold reserve balances to meet contingencies and respond
to unforeseen events. It is important that the Council hold adequate reserves of this type to
manage the impact such events can have on the ongoing operations of the Council.

157  The Council currently plans to reduce the target level of unearmarked reserves from
1.9% to 1.5% of net operating expenditure for 2008-09. Current forecasts indicate that this
revised target may not be met in the 2008-09 financial year due to a transfer from general
fund reserves to balance the budget for that year.

158  The revised target for unearmarked reserves has been calculated to reflect available
funds as part of the budget setting process and a partly risk based assessment of the reserves
balance required to be held to meet contingencies and respond to effectively to unforeseen
events.

Action plan point 6

© 2008 Grant Thornton UK LLP. All rights reserved
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1.6 Efficiency savings

1.6.1  The Scottish Government has set local authorities an efficiency savings target of
2% per annum for the 3 year period beginning 2008-09. This is a challenging target for the
Council and will require savings of approximately £2 million to be identified. Under the
Concordat, the Council will be able to retain savings to meet its own priorities.

1.6.2  The Council has prepared an Efficiency Savings Plan to address how it intends to
meet the Scottish Government's target. A Strategic Board for Performance Improvement
will oversee the monitoring of the target. The Council has identified the following five
themes where efficiency savings can be obtained:

Asset Management
Absence Management
Procurement

Shared Services; and
Streamlining Bureaucracy

G L=

1.6.3  The Council has not yet set out how it will measure and report efficiency savings
generated from the plan and performance systems are not yet in place to measure outputs
and outcomes to support the measurement of efficiency. In addition, efficiency savings
targets are not yet linked to corporate priorities and incorporated within the budget setting
process and this may not provide sufficient challenge to Council departments to achieve
planned savings.

Action plan points 7 and 8

© 2008 Grant Thornton UK LLP. All rights reserved
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2 Audit Committee arrangements

21 Background

211 To assist audit committees in local government in effectively discharging their
functions, CIPFA issued guidance in 2004 A udit conmittee prindples in loail authorities in
Satland: a guidance rote. This outlines the principles audit committees should adopt in
addressing their functions across the following key areas:

the role and remit of the audit committee;

audit committee membership, induction and training;

audit committee meetings;

arrangements to monitor the systems of internal control;
arrangements for financial reporting and regulatory matters; and
establishing relationships with internal and external audit.

212  Aspart of our review we have evaluated the extent to which the Council's audit
committee arrangements meet the principles set out in the CIPFA guidance.

2.2 Role and Remit
Terms of Reference

221  The audit committee requires formal terms of reference that set out its core
functions. The terms of reference should be approved by the Council and reviewed on an
annual basis. Terms of reference for the audit committee were agreed at the Council's
meeting on 17 May 2007 and cover the following duties:

promote internal controls, financial risk and governance;

develop an anti-fraud culture;

promote good practice;

agree internal audit strategy and plans;

receive external audit strategy and plans, and review external audit reports;

review financial performance and to report on the internal control environment;
and

® exercise a governance role over management.

222  Our review found that while the current terms of reference meet many of the best
practice principles included in the CIPFA guidance , further improvements could be made
by incorporating sections on:

o the committee's responsibility to review the annual accounts process and review the
accounts on behalf of the Council;

o therights of the Committee to call any officer to account for their actions during
the year;

© 2008 Grant Thornton UK LLP. All rights reserved
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o therole of the committee in the formal establishment of internal audit - including
rights of access to the chair by the Head of Internal Audit;

o the requirement for the committee to consider the annual internal audit report and
annual governance statement;

o the frequency of meetings and required quorum arrangements; and

e training arrangements for committee members.

Action plan points 9
Annual Report

223  The audit committee should also prepare an annual report to the Council, which
sets out the committee's work and performance during the year. The report should include
confirmation that the system of risk management in the authority is adequate in identifying
all relevant risks and allowing the authority to understand the appropriate management of
those risks; and confirmation that there are no areas of significant duplication or omission in
the systems of governance in the authority that have come to the committee’s attention and
not been adequately resolved.

224  Wenoted that the audit committee did not produce an annual report for the 2006-
07 financial year, but has produced one for 2007-08. For 2008-09, the report should also
provide a self review of the audit committee's performance over the financial year. CIPFA
have produced a template to assist audit committees in performing their self review.

Action plan point 10

2.3 Membership, induction and training

Chartr

231  Akeyfeature of a successful audit committee is the appointment of a strong chair,
with relevant skills and depth of interest in local government. It is also essential that the
chair is apolitical, and CIPFA guidance recommends that the chair should not be a member
of the executive.

232  The current chair of the audit committee, is not an elected member and has
significant commercial experience. In our view, the additional independence provided by
this arrangement goes beyond the minimum good practice requirement and improves
overall scrutiny and governance within the Council.

Membership

233  The current audit committee is comprised of seven members with five Councillor
members (three members from the Coalition group, and two others), and two non-
Councillor members. The terms of reference state that none of the Councillor members of
the committee should be a Spokesperson, Deputy Spokesperson or Member of the
Executive.

234 However, we noted that one member of the audit committee is also a Deputy
Spokesperson and this may limit the effectiveness of overall scrutiny within the committee.

Action plan point 77

© 2008 Grant Thornton UK LLP. All rights reserved
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Induction and traimimng

235 Itis essential that tailored induction and training is provided to audit committee
members, covering the diverse topics and subjects that are included within the committee's
remit.

235  We noted that members received an extensive induction programme following the
2007 elections, and this covered key areas relevant to the audit committee, including finance
and accountancy, internal and external audit and risk management.

23.6  However, there is no formal training programme specifically tailored to the role of
audit committee members and this may limit the continued effectiveness of scrutiny going
forward.

Action plan point 12

2.4 Meetings

241  The audit committee meets four times per year, and as far as possible, the timing of
meetings is scheduled to meet the business and governance needs of the Council, including
receipt of the external audit plan and annual reports.

242  From our attendance at audit committee meetings over the past 18 months, we
note that:

e an agenda is produced and distributed with relevant papers in advance of the
meeting;

e aregjster of attendance is maintained by the Board secretary;

e relevant Council officers, including Head of Strategic Finance and the Internal
Audit Manager, are in regular attendance;

e declarations of interests are sought at the beginning of each meeting; and

e minutes are promptly produced and published following the meeting;

243  All Councillor members of the audit committee complete an annual declaration of
interests, which is made available for public inspection. However, there is no annual
declaration of interests for the two non-Councillor members of the audit committee.

Action plan point 13

244  The Committee has also not yet sought a private meeting with internal or external
audit.

Action plan point 4
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2.5 Internal control

Statement of Internal Control

25.1  The audit committee has responsibility for advising the Council on the effectiveness
of internal control systems and compliance with laws and regulations. Internal control
systems should also provide reasonable assurance that assets are safeguarded, that waste or
inefficiency is avoided and that reliable financial information is produced. They should also
give reasonable assurance of effective and efficient operations.

252 A statement of internal control has now been prepared for the 2007-08 financial
statements and this represents an improvement in overall governance and control
arrangements. A key task for the audit committee going forward will be to set out
expectations for the scrutiny of wider internal control within the Council (including
operational control issues) going forward.

Action plan point 15

Risk Managgement

253  The Council has overall responsibility for ensuring that appropriate risk
management procedures are in place. The role of the audit committee is to provide
assurance to the Council that risk management procedures are effective for the Council's

purposes.

254  Our review found that risk management arrangements are reviewed by officers on a
regular basis, and risk is a standing item on the audit committee's agenda. However, we note
that risk regjsters do not yet cover aspects of operational risk and the audit committee has
not yet undertaken a formal review of the risk registers prepared by the Council.

Action plan point 15

2.6 Financial reporting and regulatory matters

26.1  The audit committee should review the Council's financial statements before they
are submitted to the full Council. The audit committee should also review the external
auditor's ISA 260 Report, Commumiartion of audit matters to those charged with grernance, and the
annual audit report.

26.2  Our review found that the audit committee performs this role in line with CIPFA
guidance.

2.7 Internal and external audit

271  Itis essential for the audit committee to have good relations with both internal and
external auditors, and to have procedures in place for reviewing, monitoring and approving
the work of internal and external audit, including;
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e approving internal and external audit plans and strategjes;
e reviewing the outputs of internal and external audit reports; and
o allowing access for private discussions with the audit committee.

272  The audit committee currently has a good relationship with both internal and
external audit. The committee reviews all audit plans and strategies on an annual basis.
Following recommendations made in our 2006-07 audit, the audit committee now formally
receives and approves all internal audit reports, and continues to receive all reports from
external audit.

273  The audit committee does not yet, however, assess or formally consider the
performance of internal and external audit and this may limit the effectiveness of overall
scrutiny.

Action plan point 16

© 2008 Grant Thornton UK LLP. All rights reserved
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3 National Fraud Initiative

31 Introduction

3.1.1  The National Fraud Initiative (NFI) is a nationwide data matching exercise run
jointly by Audit Scotland and the Audit Commission. The NFI was initially rolled out in
Scotland as part of a two year cycle beginning 2004-05 and was principally for the audits of
councils, police and fire boards. The exercise was expanded for the 2006-07 cycle by the
inclusion of more data sets and a wider range of audited bodies.

3.12  The2006-07 exercise has nowbeen completed, and Audit Scotland reported that
across Scotland, £9.7 million of fraud, overpayments and forward savings have been
identified. The amount of savings identified by Argyll and Bute Council was £1,546.75,
relating to a housing benefit fraud.

3.1.3  Therole of external audit in NFI is to review the Council's procedures for
managing the exercise and the progress in pursuing potential frauds highlighted by the data
matching exercise.

3.2 Data submission and quality

321 Inorder to ensure that the Council complies with data protection and human rights
legislation, all data subjects had to be notified in advance that their data was to be used for
the 2006-07 exercise. We reviewed the Council's procedures and found that all data subjects
were notified in line with Audit Scotland guidance.

322  We did note however, that the Council failed to submit Form 3 (Return on Data
Protection Compliance) to the Audit Commission by the specified date of 31 September
2006. The return was eventually received by 31 March 2007.

Action plan point 17

3.3 Planning
33.1 Inorder to effectively coordinate the exercise, the Council should have a structured
approach to manage, monitor, control and deliver the NFI exercise. It is essential to the

success of the exercise that individuals are clear as to their responsibilities and the approach
to be taken.
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332 A planned approach should be formulated for each category of data match as some
of the reports contain different types of matches. The Council has not developed a protocol
to document the investigation procedures for each type of match. As a result, there is no
established procedure for ensuring that a common approach is taken in recording the
investigations, and in retaining the supporting evidence.

Action plan point 18

3.4 Investigation

34.1 The Council should have a planned and prioritised approach to reviewing matches
and determining the reasons why an investigation should not take place. The Council
should apply the data filters recommended by the Audit Commission when prioritising
matches and determining which matches to investigate.

342  Our review found that the Council investigated all the high priority matches after
applying the recommended filters. However, we noted that:

o officers did not routinely complete all their investigations on the NFI application;

o there was a lack of audit evidence as to how the matches were investigated and
cleared; and

e there was no evidence that any of the available monitoring reports were reviewed by
the co-ordinator.

Action plan point 19
3.5 Monitoring and Reporting

3.5.1 Inorder to assess the effectiveness of the NFI exercise, it is essential that
procedures are in place to monitor the progress of data matches. This includes:

what matches are being reviewed;
by whom;

within what timescales; and

stage reached.

352  The absence of a control record increases the risk that the Council does not
complete the investigations by order of priority, and within the appropriate timescale. Our
review found that the Council did not maintain a formal control record throughout the
exercise. As a result of this, many of the data matches were not processed in a timely
manner.

3.5.3  The results of the NFI exercise should be also reported to the Senior Management
Team, and Council members.

Action plan points 20 and 21
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A Action plan

Financial management and budgetary control

Recommendation

Management Response

Implementation Date

1 There is scope to make the linkage between corporate Medium The Council should undertake a further Head of Strategic Finance - Planning and February 2009.
priorities and budget setting more transparent. review of its budget setting budgeting arrangements will be further

arrangements to better demonstrate developed in the coming planning and
how corporate priorities are prioritised budgeting exercise.
within the budget.

2 Budget monitoring reports may not be fully effective in Medium The Council should adopt commitment Head of Strategic Finance - An approach Ongoing as part of BV
highlighting potential budget variances sufficiently early in accounting principles when preparing to addressing this recommendation will be review implementation.
the financial year for corrective action to be taken. budget monitoring reports. developed as part of the implementation

of the Best Value review of Strategic
Finance.

3 There is a lack of evidence that budget virements are Medium The Council should ensure that all A report of budget virements will be October 2008.
being notified to the Head of Strategic Finance in budget virements are authorised in prepared each month and reviewed to
accordance with the Council's Financial and Security accordance with established procedures. ensure proper authorisation.

Regulations. A report of budget virements processed
should be prepared for review by the
Head of Strategic Finance on a monthly
basis to provide evidence that
procedures are being followed.

4 The Council has earmarked £3.2 million of the general Low The Council should identify specific The future use of the fund is being Noted - no action
fund reserve for social housing projects. This is funded projects to apply these reserves or considered within the context set by the proposed.
from the Council Tax charge on 2nd homes in the Argyll release them to be applied to other Local Housing Strategy. Projects will be
and Bute area. The Council has agreed a policy for corporate priorities. highlighted for consideration through

projects to be funded from the reserve and so far have
provisionally allocated £0.642 million against two

projects.

collaborative working with the Scottish
Government’s Housing Regeneration
Division and local RSL's. Developing a
programme of projects is dependent upon
RSL's brining forward projects in line
with the Local Housing Strategy and
having these appraised for VEM by
Scottish Government’s Housing
Regeneration Division and with a funding
gap established. The current funding

© 2008 Grant Thornton UK LLP. All rights reserved

/0 8bed



Argyll and Bute Council
2007-08 Audit - Interim Management Report

Recommendation

Management Response

regime for RSL’s will make it difficult to

Implementation Date

develop a medium term programme.
There is scope to improve arrangements to provide Medium The Council should ensure there are The report submitted to the Council with February 2009.
greater transparency around departmental plans to apply clear plans to apply all earmarked the unaudited accounts lists the
all earmarked reserves. reserves. department, description and reason for
carry forward for each element of unspent
grants, unspent contribution and
budgetary underspends to be carried
forward. Whilst consideration will be
given to what form of challenge there
should be on proposed carry forwards the
Council should avoid a situation whereby
it is setting the budget on a 3 year basis
but enforcing annuality in terms of
allowing the carry forward of underspends
(or overspends). Further consideration
will be given to how this recommendation
might or might not be implemented.
The revised target for unearmarked reserves has been High The Council should develop a policy Head of Strategic Finance - The current February 2009.
calculated to reflect available funds as part of the budget for determining the level of approach is based around general
setting process, rather than as part of a risk based unearmarked reserves based on past consideration of inflation and interest rate
assessment of the reserves balance required to be held to experience and an evaluation of risk. risk and historic budgetary performance
meet contingencies and respond to effectively to and is laid out in a report to members as
unforeseen events. part of the budget pack each year. In view
of the audit recommendation a more
specific set of criteria will be developed
for 2009-10.
The Council has not yet set out how it will measure and High The Council should put in place Head of Strategic Finance - This will be December 2008.
report efficiency savings generated and performance mechanisms to record efficiency addressed.
systems are not yet in place to measure outputs and savings generated from the plan.
outcomes to support the measurement of efficiency.
Progress against the efficiency savings
target should be reported on a regular
basis to management and members.
Efficiency savings targets are not yet linked to corporate Medium The Council should embed planned Head of Strategic Finance - Efficiency February 2009.
priorities and incorporated within the budget setting efficiency savings within budget setting savings are currently budgeted in services
process and this may not provide sufficient challenge to arrangements. but a review of the efficiency savings plan

Council departments to achieve planned savings.

as part of the coming planning and
budgeting round will review how it can be
inked to corporate priorities.
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Audit Committee arrangements

Recommendation

Management Response

Implementation Date

9 The current terms of reference for the audit committee Medium The Council should review the current Internal Audit Manager - The terms of December 2008.
are not in line with best practice in the following areas: terms of reference against CIPFA reference will be updated to reflect this
. responsibility of the committee to review the guidance, and ensure all relevant areas recommendation.
Council's financial statements; are covered. The terms of reference
o therights of the committee to call officers to should be IjeWGWEd and updated on a
account; regular basis.
o the responsibilities of internal audit to the
committee;
o the responsibilities of the committee to
consider the internal audit opinion and annual
governance statements.
10 The audit committee has committed to producing an Medium The audit committee should ensure its Audit Committee - The audit committee June 2009.
annual report for 2008-09. We note that the annual report 2008-09 annual report also incorporates a did produce an annual report for 2007-
should also incorporate a review of the audit committee's review of the committee's performance. 08. The audit committee will take advice
performance over the financial year. on appropriate tools/approaches with
regard to self assessment of its own
performance.
11 A member of the audit committee is also a Deputy Medium The Council should review the audit Head of Democratic Services and December 2008.
Spokesperson and this does not comply with the committee membership to ensure it Governance - Noted. This will be drawn
committee's terms of reference. complies with the terms of reference. to the attention of the Council.
12 There is no formal training programme tailored to meet Medium The audit committee should develop an Audit Committee - As noted in the December 2008.

the needs of audit committee members.

annual workplan setting out items to be
considered at each meeting.

This workplan should include a training
programme for members timed to match
the business and governance needs of the
Council (for example, financial training
in May in advance of accounts approval
in June).

We have some examples of workplans
we can share and can also assist the
Council in developing its training
programme for audit committee
members.

report members have been provided
with extensive induction training. The
audit committee will develop an annual
work plan and consider how to establish
its own training programme within that
overall workplan.

© 2008 Grant Thornton UK LLP. All rights reserved
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Recommendation

Management Response

Implementation Date

13 There is no annual declaration of interests for the two Medium The non Councillor members of the Head of Democratic Services and December 2008.
non-Councillor members of the audit committee. audit committee should make a similar Governance and Audit Committee Chair
annual declaration of interest as that and Vice Chair - This requires the
required for Councillor members. voluntary agreement of both the Audit
Chairman and Vice Chairman. The Head
of Democratic Services and Governance
will discuss this matter both parties.
14 The audit committee has not yet held private meetings Low The audit committee should consider Audit Committee - The audit committee December 2008.
with internal or external audit. whether it should hold private meetings has not identified a need to meet in
with internal or external audit. private with internal or external audit
and no request has been made by
external or internal audit to meet the
audit committee in private. However the
audit committee will consider as part of
the development of its annual work plan
when it might wish to have private
meetings with external audit and internal
audit.
15 A key task for the audit committee going forward will be Medium The audit committee should set out Audit Committee - The audit committee June 2009.
to set out expectations for the scrutiny of wider clearer arrangements for the scrutiny of recognises the need for the scrutiny of
performance and internal control within the Council performance and wider operational wider internal control within the
going forward. control matters. Council, especially in the embedding of
Corporate Governance across the
Council and its reliance on Council risk
registers.
16 The audit committee does not yet, however, assess or Low The committee should formally assess Audit Committee - On annual basis a June 2009 and
formally consider the performance of internal and the performance of internal and external formal assessment of both external and September 2009.

external audit and this may limit the effectiveness of
overall scrutiny.

audit annually.

internal audit will be undertaken by the
audit committee. A proposed approach
would have an annual assessment of
internal audit in June and an assessment
of external audit in September.
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No Finding Risk Recommendation Management Response Implementation Date
National Fraud Initiative
17 The Council did not submit Form 3 (Audit Low The Council should ensure that all Lead Internal Audit Manager - Form 3 Completed.
Commission Return on Data Protection Compliance) relevant forms for the NFI exercise are (Audit Commission Return on Data
in line with the deadline of 30 September 2006. submitted to the Audit Commission in Protection Compliance) is detailed in the
line with the specified deadlines. Project Plan for 2008 — 2009 along with
other key dates. This was passed to
Grant Thornton on the 18 of August
2008 for 2008-09.
18 The Council did not adopt a formal plan for the NFI Medium The Council should prepare a formal Lead Internal Audit Manager - A Project Completed
exercise. plan for the NFI exercise which Plan for 2008 — 2009 was passed to
details: Grant Thornton on the 18th of August
*  roles and responsibilities 2008. Since this date regular plan
®  training requirements updates have been passed to Grant
*  timescales for completion Thomton to advise progress against key
*  monitoring and reporting dates and actions for the 2008 — 09 NFI
arrangements exercise.
19 The Council did not adequately monitor the progress Medium The Council should introduce a Lead Internal Audit Manager - A control Completed
of the NFI exercise, and there was no overall control control record for the next NFI document has been prepared and passed
record maintained of cases being investigated. exercise which details: to Grant Thornton, which has been
¢ matches being reviewed; accepted as addressing this
*  responsible officer; recommendation.
*  completion; and
®  stage reached.
20 Formal reports are not produced for the Senior Medium Regular monitoring reports on the Lead Internal Audit Manager - A formal With effect from 30
Management Team or members on the progress of the NFI exercise should be reported to reporting document was prepared and September 2008
NFI exercise. Senior Management and members to Grant Thornton on the 18t of
which detail the progress of the August 2008. This has been accepted.
exercise. Reporting will commence at the end of
September when key milestones have
been achieved.
21 The Council did not make full use of the NFI Low The Council should ensure all staff Lead Internal Audit Manager - The Completed.
application. We noted that there was a lack of evidence who use the NFI application are aware results coming from the NFI exercise
on file as to the outcome of cleared cases, and there of its features and are able to process are of limited use to Argyll & Bute as it
was no evidence that any of the control features of the data matches in line with Audit supplements existing systems identifying
application were utilised. Scotland guidance. fraud. This has resulted in limited use of
the system by staff. The NFI have on-

© 2008 Grant Thornton UK LLP. All rights reserved
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Finding

Recommendation

Management Response

line training for the 2008-09 exercise and
users will be encouraged to view this
I~

Implementation Date
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1 Executive Summary

Introduction

Internal audit is an assurance function that primarily provides an independent and objective
opinion on the degree to which the internal control environment supports and promotes the
achievement of the Council’s objectives. It objectively examines, evaluates and reports on
the adequacy of internal control as a contribution to the proper, economic, efficient and
effective use of resources. As such, it is a central element of the Council’s overall
governance arrangements.

The Code of Practice for Internal Audit in Local Government in the United Kingdom (the
Code) issued by CIPFA in 2006 sets out good practice in delivering internal audit services.

We reviewed the Council's internal audit department against the requirements of the Code
and reported our findings in our 2006-07 audit. This report details our follow up review of
the Council's progress in implementing our recommendations from our report, Review of
Internal Audit, issued in May 2007.

Findings

Our review on the progress of implementation of prior year recommendations found that
only 4 out of the 12 outstanding recommendations from our 2006-07 report have been fully
implemented. Of the remaining recommendations, 6 were not implemented within the
specified timeframe and 2 were in progress at the time of our audit. Table 1 summaries the
progress of implementation across each of the Code standards.

Table 1: Summary of the progress of implementation

Standard Implemented Not Implemented In Progress
Scope of Internal Audit 1
Independence 2

Audit Committees 2 1
Staffing, Training and Continuing 1

Professional Development

Audit Strategy and Planning 1

Undertaking Audit Work 1

Reporting 1 2

TOTAL 4 6 2

Of the remaining outstanding recommendations, one was regarded as high risk, four were
related as medium risk and one as low risk.
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The outstanding high risk recommendation relates to ensuring that the audit days allocated
to the audit plan match reflects the current capacity of the internal audit department. We
noted that the internal audit manager is currently on secondment to the shared services team
and this is not reflected in the resource availability for the 2008-09 audit plan.

The medium risk recommendations that remain outstanding include:
e reviewing the requirement for a 'head of internal audit' position;

e ensuring that any internal audit staff who go on secondment to other areas of the
Council is in line with agreed policies; and

e ensuring the rationale for awarding a high controls assurance grading is reflected in
the working papers on file.

At the time of our audit, we noted that the internal audit manual had not been updated to
take account of the requirements of the 2006 Code of Practice. We understand that this has
now been implemented and the a revised internal audit manual has been issued to staff.

We noted that 1 recommendation was not yet due at the time of our audit. We note that the
audit committee intends to produce a report to the Council by June 2008 on the internal
control framework, risk management and governance arrangements during the financial year
to 31 March 2008. This would meet the Council's commitment in relation to our
recommendation on this matter.

Way Forward

We have summarised management's progress of implementation on recommendations made
in our 2007 Review of Internal Audit Report in Appendix A.

Management should seek to ensure that the outstanding recommendations that have not
been implemented within the specified timeframe are prioritised for completion.

Status of our report

This report is part of a continuing dialogue between the Council and Grant Thornton UK
LLP and is not, therefore, intended to cover every matter which came to our attention. Our
procedures are designed to support our audit opinion and they cannot be expected to
identify all weaknesses or inefficiencies in the Council's systems and work practices.

The report is not intended for use by third parties and we do not accept responsibility for
any reliance that third parties may place on it.

Acknowledgements

We would like to take this opportunity to thank the officers who have been involved in this
review for their assistance and co-operation.
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Executive Summary

Introduction

The Council is required to have arrangements in place for ensuring propriety, regularity and Best Value
in their stewardship of public funds. It is the responsibility of management to ensure that adequate
internal controls are in place which:

= ensure that resources are applied to the activities intended;
= deter fraud and irregularity; and
= ensure the most effective use of resources.

As part of our 2007-08 audit, we have reviewed the adequacy of the Council's general controls over IT
systems and applications.

Overview

The Council's key financial systems, and many of the front line services, rely on information
technology for processing, recording and reporting transactions and for providing services.
Information technology is, therefore, critical to the ability of the Council to operate effectively and
deliver high quality services to the public.

The Council also holds personal data for both employees and citizens and appropriate security and
compliance procedures are required to ensure the integrity and security of data, and to prevent and
detect fraud. The Council is also required to have appropriate systems and procedures in place to
ensure compliance with the requirements of the Data Protection Act 1998.

The Council operates a wide variety of IT systems and applications in its operations. Our review
covered the operation of the Council network, databases and applications.

Findings
Overall, we found that the Council has good controls over its IT systems, networks and applications.

In addition, the Council's arrangements in place to ensure compliance with the Data Protection Act
1998 are satisfactory.

There are no 'high risk' findings emerging from our review, however, our testing did identify a number
of weaknesses in the controls over IT systems and applications. The weaknesses identified may increase
the risk of data loss and limit the capacity for the Council to prevent and detect fraud or errors. Our
key findings included:

= user accounts for former employees are not always disabled in a timely manner;

= user accounts are not automatically disabled following a number of invalid logon attempts;

© 2008 Grant Thornton UK LLP. All rights reserved
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= some changes to software applications and databases have been implemented without
following agreed authorisation procedures; and

= the vulnerability of the IT network to outside attack is not tested on a regular basis.

Way Forward

The findings and recommendations from our review are summarised in an Action Plan that
accompanies this report in Appendix A. The Action Plan has been agreed with management and
incorporates the management response to audit recommendations.

About This Report

This report is part of a continuing dialogue between the Council and Grant Thornton UK LLP and is
not, therefore, intended to cover every matter which came to our attention. Our procedures are
designed to support our audit opinion and they cannot be expected to identify all weaknesses or
inefficiencies in the Council's systems and work practices.

The report is not intended for use by third parties and we do not accept responsibility for any reliance
that third parties may place on it.

This report includes some specific recommendations to strengthen internal controls. It is the
responsibility of management to decide the extent of the internal control system appropriate to the
Council.

Acknowledgements

We would like to take this opportunity to thank Council staff who have been involved in this review
for their assistance and co-operation.
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IT Systems and Applications

Introduction

IT systems are critical to the ability of the Council to deliver services to the local community. In
addition, appropriate security procedures are required to ensure the integrity and security of data held
on the systems. The Council is also required to have appropriate systems and procedures in place to
ensure compliance with the requirements of the Data Protection Act 1998.

The Council operates a wide variety of I'T systems and applications in its operations. The Head of
Financial Services and ICT is responsible for overseeing and managing the Council's approach to IT
systems and applications.

During our audit we reviewed the key controls over IT systems and applications. We have noted the
key points arising from our audit in the sections below.

User access

In order to protect the integrity of IT systems and applications, procedures should be in place to
control physical and electronic access. This includes ensuring only authorised users have access rights
to IT systems and applications, and that privileged access is restricted to appropriate individuals.

Overall we found that the Council has good IT security policies and procedures in place which meet
expected practice.

Any user who leaves the employment of the Council should have their access rights disabled within a
timely period. We tested a sample of 15 leavers and noted that the accounts of 2 network users had not
been disabled.

One of these accounts is a 'privileged user account' enabling administrator access and is allocated to a
former employee who left the Council three years ago. We understand that the password of this
account has been changed since the employee left, but the account was not deleted to avoid errors
when running processes.

In line with good practice, the Council perform a review of network user accounts every six months.
We noted that evidence of this review is not always retained.

Action plan points 1-3

Password controls

Passwords represent a key control in restricting the access to IT systems and applications to authorised
users. It is essential that appropriate settings are in place to ensure passwords can provide the necessary
level of protection for sensitive IT systems and applications.

© 2008 Grant Thornton UK LLP. All rights reserved



Page 130

Argyll and Bute Council 2007-08 4
Review of IT Systems and Applications

Overall, the Council has good arrangements for passwords controls over its systems. However, we
noted two weaknesses in the settings for password protection:

= information to retrieve the password of the root user in the UNIX operating system is stored
electronically; and

= user accounts on the network are not locked out after a number of invalid logon attempts.
Action plan points 4-5

Data Protection Act 1998

The Data Protection Act 1998 sets out the statutory obligations for organisations for managing
personal data. This includes the capture, holding and use or disclosure of personal data and ensuring
individuals are able to access any personal data which an organisation may hold on them. Compliance
with the Act is governed by the Information Commissioner.

A key objective of any organisation which holds personal data is to have in place appropriate policies
and procedures to ensure compliance with the Act. Data management is a topical issue, and is
particularly high profile due to recent publicity about the loss of personal data at Her Majesty's
Revenues and Customs. Failure to ensure adequate controls over personal data carries significant
reputational and financial risk.

Our review found that the arrangements in place at the Council were satisfactory for the purposes of
complying with the Act, including:

=  adata protection policy is in place and it complies with good practice;

=  guidance had been issued to users to ensure compliance with the policy;

=  additional security arrangements (e.g. encryption) of personal data was used for the transfer of
personal data; and

= atthe time of our review no instances of the loss of personal data had been reported to the
Council.

Change management

The Council runs approximately seventy databases and applications. Each database has a lead user who
can authorise changes directly from the system. The IT department maintains a master table that lists
all applications and the corresponding lead users.

We tested ten changes made to databases from several applications and found:

= two changes were approved by lead users who were not the nominated lead user stated on
the master table; and

= achange to a database was requested by an individual who is not a lead user.
We also tested a sample of ten changes to business applications and noted that:

=  One change record was closed in the HEAT system, which is the software used for the IT
helpdesk, and the lead user had not accepted its implementation; and
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= No user test plan was attached to one change record.

Action plan points 6-7
USB devices
USB memory devices have the potential to introduce viruses to the Council network. There is also
arisk that these devices are used for unauthorised disclosures of data. The Council has started a
project to restrict access to USB memory devices by using a software package. Only certain
members of staff have been granted write access to USB devices.

During our audit, we noted that some training PCs can still write to USB memory devices.

Action plan point 8

Security testing

In order to protect the integrity of the Council's IT systems, it is necessary for a programme of
security testing to be undertaken. Such testing includes reviewing and installing software updates
and patches for the Council's IT operating system, and testing for security vulnerabilities that could
be exploited by hackers or unauthorised users ("penetration testing").

We noted that the Council does not perform penetration testing on a regular basis. The last
penetration testing that took place was in April 2008, two years after the previous test. This
increases the risk that unauthorised access to the system could be gained.

Windows patches are released by Microsoft on a regular basis. However, these patches are only
implemented in a PC when the machine is rebuilt. This process is usually performed every three

years.

Action plan points 9-10

© 2008 Grant Thornton UK LLP. All rights reserved
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A- Action plan

Finding

Recommendation and Management
Response

User access

1. Privileged access to the
network

One of the privileged user accounts on the
network belongs to an employee that left
the Council three years ago. The password
of this account was changed but the
account was not deleted to avoid errors
when running processes.

There is a risk that unauthorised access is
gained to network data.

Risk Assessment: Medium

Recommendation

The Council should review the processes
administered under this privileged account. The
account should then be disabled or deleted and
processes reassigned as appropriate.

Once this change is actioned, data processing
should be monitored for a period of time to
ensure that any errors are promptly detected and
resolved.

Management response

The privileged account referred to here
belonged to Craig Brown, a former Senior
Engineer. The account had been left open to
deal with any problems which may have
surfaced from any undocumented processes
Craig implemented. The password of this
account had been changed as soon as Craig left
the Council’s employment. The account has now
been disabled and we will deal with any
problems that may arise.

2. Leavers

We tested a sample of fifteen leavers and
found that the accounts of two users had
not been disabled. There is a risk that
unauthorised access could be gained to the
network.

Risk Assessment: Medium

Recommendation
Business Managers / Human resources should
promptly report staff movements to IT.

Leavers should have their user accounts deleted
or disabled on their leaving date.

Management response
Agreed

Implementation Date
Immediate
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Finding

Recommendation and Management
Response

3. User access review

We understand that a review of network
user accounts is performed every six
months. However, we noted that evidence
of this review is not always retained. The
most recent evidence was from July 2007.

There is a risk that employees may gain
unauthorised access to the network.

Risk Assessment: Low

Recommendation

Evidence should be retained for the regular
review of network user accounts. This
evidence should include the user accounts that
were checked, any e-mail communications and
actions that were taken as a result of this
review.

Management response

We review user accounts on a six monthly
basis and we will retain evidence of each
review.

Implementation Date
by 24 December 2008

Password controls

4. Password for privileged account
Information to retrieve the password of
the root user for the UNIX system is
stored in a password-protected Word
document. The document contains the
data to be used in the retrieval of the
password for this user.

There is a risk that the password of the
root user could not be retrieved within a
reasonable time in the event of a disaster.

Risk Assessment: Low

Recommendation

The Council should detail the password of the
root user in a closed envelope. This envelope
should be properly sealed, countersigned and
stored in a fireproof safe.

A procedure should be implemented to detail
how members of staff could have access to this
envelope.

Management response

Our practice with keeping the passwords
electronically has been audited many times in the
past and has not been questioned. However the
password for the root users will be stored in an
envelope within the fireproof safe in the Service
Desk

Implementation Date
Immediate
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Finding

Recommendation and Management
Response

5. Password settings

User accounts on the network are not
locked out after a number of invalid logon
attempts.

There is a risk that unauthorised access to
the network is gained through password
guessing or a brute force attack.

Risk Assessment: Low

Recommendation
Network user accounts should be locked out
after a number of invalid logon attempts.

This setting should be implemented as part of a
change management process that educates users
about the benefits and implications of this
change.

Management response

The incorrect password limit had been
implemented previously but relaxed due to the
excessive increase in the number of support
calls. It will be re-implemented but will result in
a considerably higher number of support calls
for the server team.

Implementation Date
by 24 December 2008

Change Management

6. Software change requests
Our review of a sample of ten changes to
business applications and noted that:

=  One change record was closed in
the HEAT system and the lead user
had not accepted its
implementation.

= No user test plan was attached to
one change record.

There is a risk that changes are not tested
adequately before being migrated into the
live environment. In addition, there is a
risk that changes do not meet business
requirements.

Risk Assessment: Low

Recommendation

Test plans should be attached to change records
once testing has been completed by lead users or
IT staff.

HEAT records should only be closed once the
lead user has formally accepted the
implementation of a change.

Management response
Agreed

Implementation Date
by 24 December 2008
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Finding

Recommendation and Management
Response

7. Direct changes to databases
From a review of ten changes to databases,
we noted that:

= two changes to databases were
approved by users who were not the
nominated lead user per the master
table; and

= achange to a database was
requested by an individual who is
not a lead user.

There is a risk that unauthorised changes to
databases are performed.

Risk Assessment: Low

Recommendation

The Council should define a procedure to
update the table of lead users and applications
on a regular basis. Once updated, this document
should be communicated to all relevant
members of staff.

Direct changes to databases should only be
approved by lead users. In the event of an
emergency change; this should be retrospectively
approved by lead users.

Management response
Agreed

Implementation Date
by 24 December 2008

IT security

8. USB devices

Although the Council has restricted access
to USB memory devices to authorised
members of staff, we noted that some
training PCs still have write access to USB
memory devices.

There is a risk that data is saved to USB
memory devices by unauthorised users.

Risk Assessment: Low

Recommendation

The Council should reassess the user accounts
that have been granted write access to USB
devices. This access level should only be
granted to authorised individuals.

Management response

The IT Security forum has not as yet produced
the policy for controlling access by USB devices.
Software capable of managing USB devices has
been purchased as part of the Centennial
Security suite; however it has not been deployed
until the policy has been agreed. One of the
training PC’s was accessed to ascertain if the
alternative device registry method had blocked
the use of writing to USB device. This PC had
been locked previously but had recently been
patched and when tested it was possible to write
to the USB device. Desktop staff are checking
all training PCs.

Implementation Date
by 24 December 2008
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Finding

Recommendation and Management
Response

9. Penetration testing
We noted that the last two penetration tests
were performed in 2006 and April 2008.

There is a risk that new vulnerabilities in
systems and IT infrastructure are not
promptly addressed.

Risk Assessment: Medium

Recommendation

Giving the rate at which IT vulnerabilities are
identified and published in the Internet; the
Council should consider performing a
penetration test on a quarterly basis.

Management response

Penetration testing is now scheduled annually.
We will carry out as much penetration testing as
our budget allows.

Implementation Date
by 24 December 2008

10. Windows patches

Windows patches are released by
Microsoft on a regular basis. However, we
noted that these patches are only
implemented in a PC when the machine is
rebuilt. This process is usually performed
every three years.

There is a risk that Windows vulnerabilities
may be exploited by intruders or
"malware" (software designed to infiltrate
or damage a computer system) due to
patches not being applied on a regular
basis.

Risk Assessment: Low

Recommendation

The Council should update patches in PCs on a
more regular basis. We are aware that software
has been recently implemented to assist in the
identification of critical patches.

Patches should be subject to an adequate level of
testing before being implemented across the PC
estate

Management response

We have a WSUS service available to deliver
patches to desktops when required. There are
WSUS servers in Kilmory and key locations.
Rather than patch desktops when Microsoft
release patches we use Centennial Security
Advisor (CSA) to ascertain if a patch is
considered critical and to check if desktops are
vulnerable. There are currently no desktops
reported as vulnerable by CSA. Patches are
tested, and incorporated in the corporate build
constantly, and desktops are built to the highest
level of patch available.

Indiscriminate patching (even after testing) has
caused problems in the past, with non-standard
desktops and departmental applications.

Implementation Date
not applicable
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